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The purpose of the 1st Global Cybersecurity Observatory is to collaborate to build 
a safer society and to help solve important problems leveraging cybersecurity innovation. 
Find out more and tell us what matters to you by visiting us at:

 cyberstartupobservatory.com 

This publication has been prepared for general guidance on matters of interest only 
and does not constitute professional advice. You should not act upon the information 
contained in this publication without obtaining specific professional advice. 

No representation or warranty is given as to the accuracy or completeness of the 
information contained in this publication, and, to the extent permitted by law, Smartrev 
Analytics Consultants SLU, its members and employees do not accept or assume any 
liability, responsibility or duty of care for any consequences of you or anyone else acting, 
or refraining to act, in reliance on the information contained in this publication or for any 
decision based on it. 

In this document, “Cyber Startup Observatory”  and “Smartrev Cybersec” refer to 
trademarks belonging to Smartrev Analytics Consultants SLU.

The information provided by the participating startups and companies belongs to 
them. They remain the sole and exclusive owner of any information provided to Smartev 
including without limitation, with respect to any intellectual property rights, copyrights 
and trademarks. Smartrev Analytics Consultants SLU have received explicit written 
permission to publish all the information included in this report.

© 2019 Smartrev Analytics Consultants SLU. All rights reserved.

1st Global Cybersecurity Observatory

•  e-Commerce
•  Public Sector
•  Manufacturing
•  SME

•  Financial Services
•  Healthcare
•  Critical Infrastructures

•  Technology & Consulting
•  Law Enforcement
•  Universities & Education
•  Automotive
•  Aviation
•  Rail & Metro
•  Maritime

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Preface

We are proud to present the Second Edition of the Cybersecurity Observatory 
United Kingdom. The Observatory is a global platform with three major aims:

• Worldwide promotion of cybersecurity innovation
• Information sharing and collaboration across the industry
• Fostering leadership among cybersecurity practitioners

It’s clear to see that the industry is suffering from acute attacks, breaking news on a 
daily basis. Our mission is to support small, medium size and large companies to cope with 
this onslaught by leveraging information, best practices and innovation. We believe that 
information sharing and innovation is of the essence to help the good guys win this battle.

At the time of writing, this initiative covers twenty markets, for which we publish 
weekly updated cybersecurity landscapes highlighting the key innovators. For four of 
those markets, UK, US France and Israel, we have created Cybersecurity Observatories, 
which are updated on a quarterly basis. 

In the forthcoming weeks we are planning to release two new Observatories covering 
Central Europe and Asia Pacific, extending our reach globally.

During the last 12 months, over half a million people all around the world have followed 
our publications, daily articles, website, cybersecurity market maps, the CyberSlides, 
and, of course, the Observatories across our different communication and distribution 
channels.

Our mission is to foster innovation, share insight and to promote leadership within the 
industry, and it goes without saying that the Observatory team is committed to its own 
innovation, too - the most exciting of which is the release of our new global online search 
engine for cybersecurity companies, the @CSOFinder.

The @CSOFinder allows industry practitioners, innovation and purchase departments 
and other key stakeholders to get real-time access to the best companies, their profiles, 
products and vision. 

We will continue investing in the project to cement and increase our global reach and 
to provide even more value to our members, partners, sponsors and followers within the 
cybersecurity community.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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As always, we would like to express our sincere gratitude to all the participating 
companies and their teams for their fantastic solutions and their contributions not only to 
this Observatory, but also in securing the referred industries and society in general. All of 
them contribute to keeping our companies and lives cyber-safe.

Although we focus our major efforts on startups, the industry is not only driven by 
startups and their entrepreneurs. Established companies and their cybersecurity leaders 
also play an instrumental role in keeping us safe, fighting a grueling daily battle with very 
challenging responsibilities and important achievements that are not always properly 
recognized. 

CISOs and other cybersecurity leaders, managers, consultants and in general every 
single stakeholder in this process deserve our recognition and respect.

In order to recognize their contribution, and to share their views and insights, we 
created the incredibly well-received ‘Cybersecurity Leader of the Week’ program, and 
I am extremely proud to include an amazing selection of these industry leaders in this 
publication.

In particular, we would like to thank:

• Ante Gulam, CISO, Skyscanner
• Chris Hodson, CISO EMEA, Tanium
• Ste Watts, Head of Cyber Security, Rathbone Brothers Plc
• Glenn Sproule, Head of Technology Risk, MoneySuperMarket Group
• Hazel McPherson, CISO, ALD Automotive (UK)
• Syed Shah, Head of Information Security & Privacy, Claims Consortium Group

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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I have to say that the Observatory goes from strength to strength with each successive 
release and this owes so much to your suggestions and ideas.

Finally, I would like to thank my Co-editor, Maite Ortega, our Content Manager, David 
Bailey and our Research Director, Alicia Peña for their infinite patience and support in the 
preparation of this publication, the CyberStartupObservatory web and many other key 
“bits and pieces. 

Finally, thanks to Unsplash photo repository and its second to none photographers and 
creators (https://unsplash.com) for the inspirational pictures which have been used in this 
publication. 

Jose Monteagudo
Editor-in-Chief 

Jose Monteagudo
Editor-in-Chief

josem@smartrev-cybersec.com

Maite Ortega
Co-Editor

maiteo@smartrev-cybersec.com

SO

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
mailto:josem%40smartrev-cybersec.com?subject=1st%20Global%20Cybersecurity%20Observatory
https://www.linkedin.com/in/jmonteagudoe/
https://www.linkedin.com/in/maite-ortegap/
mailto:maiteo%40smartrev-cybersec.com?subject=1st%20Global%20Cybersecurity%20Observatory
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Introduction

Since the launch of the Cybersecurity Observatory platform over 18 months ago, 
we have been making progress across the globe in a concerted effort to foster innovation, 
share insight and promote leadership across the industry.

After the successful release of the Observatory UK – First Edition in March 2019, 
with important participation from entrepreneurs, innovative companies, experts and 
cybersecurity leaders and other key stakeholders, we are delighted to return to this highly 
innovative market with a brand-new Second Edition. 

We are thrilled to feature in this Observatory some of the most innovative cybersecurity 
companies within the UK and beyond. We are completely confident that they are going to 
help define the direction of the industry in the coming years.

Moreover, the Observatory provides valuable insight with regards to hot topics like the 
role of next generation SOCs, healthcare cybersecurity, innovative pen testing solutions, 
the serious issue of fake accounts and fraud, artificial intelligence fighting human error 
and transportation cybersecurity, in particular the airport ecosystem.

On top of this, we bring fresh insight from some of the most respected cybersecurity 
leaders working out of the UK but whose influence is relevant all around the world.

We believe that cybersecurity and the issues it addresses have no borders and as a 
consequence, the daily commitment and contributions of these leaders have an impact in 
every corner of the planet.

Our gratitude goes to them for sharing their insight with the global community and for 
their support of our mission. 

Finally,  considering the huge success and interest in the infographics included in the 
First Edition, we have added new ones covering:

• Cybersecurity Threats in Healthcare

• Cybersecurity Applications of  AI in Financial Services

•  Major Challenges Faced by Airports & Airlines

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


Just a final note to highlight how this document is organized. This methodology is 
also applied to our web (cyberstartupobservatory.com) and will be consistent in future 
editions of the observatory.

All the sections are clasified under the following categories and signposted using the 
following tabs:

Innovation Insight

Leadership Resources

Training Trends

https://cyberstartupobservatory.com/
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The UK CyberSlide
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The UK CyberSlide 

Without doubt, the UK is facing important change. Considering the quality of 
the talent, the entrepreneurs, the business friendly environment and the world-class 
ecosystem the UK will continue to play a key role  securing businesses and organizations 
within its borders and beyond.

The UK CyberSlide is dedicated to supporting this ecosystem, and forms part of a 
suite of solutions created by the Cybersecurity Observatory  (most notable of which is 
the @CSOFinder search engine) aiming to simplify the cybersecurity technology selection 
process. The @CSOFinder showcases the featured companies using a clear categorization 
that is standardized across the 100+ markets currently on our radar. 

As a result, a CISO from the UK, Germany, France - anywhere in the world, in fact - can 
identify companies more easily, helping them to navigate this ocean of complexity in which 
1000s of new companies spring up every year. 

Given the impossibility of including every single one of these companies on the 
CyberSlide, it’s important to mention that all participating companies have been contacted 
individually in order to ensure the correct categorization process has been negotiated and 
agreed upon.

Furthermore, we are one hundred percent committed to keeping the UK CyberSlide 
updated, to promote it regularly to educate the community and to provide the most 
effective support possible to these industry innovators and their mission.

Split by Role Split by Vertical Split by Geo

Information Security 
Specialist

32%

Technology Manager
23%

Director / Executive 
Director / CISO

36%

IT Consultant - 9%

Critical Infrastrucures / 
Utilities - 22%

Healthcare
27%

Financial Services
32%

e-Commerce - 10%

Government - 9%

EMEA
45%

LATAM
12%

North America
32%

APAC - 11%

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


We have classified the startups under 28 different categories:

The latest UK CyberSlide is available for download on our web in Press Quality PDF:

The UK CyberSlide 

 It is also available as a Video Infographic in Full HD Quality:

If you want to add your company please contact us at: 

info@cyberstartupobservatory.com
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AVIATION 

UAVs

Categories - CyberSlide

mailto:info%40cyberstartupobservatory.com?subject=UK%20CyberSlide
https://cyberstartupobservatory.com/wp-content/uploads/VIDEOS/Video_Infographics/The_UK_CyberSlide_Full_HD.mp4
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Our Observatory Members

Please visit our members’ company profiles on our online 
search engine for cybersecurity companies, the  @CSOFinder: 

    CSOFinder@SO

Gold

Silver

Bronze

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/finder/


Insight

Learnings from the Cyber Front 
How battle-tested feedback from real SOC Managers helps 

build better SOAR
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Learnings from the Cyber Front
How battle-tested feedback from real SOC Managers 
helps build better SOAR

SOC Managers are possibly the busiest 
people in the Cyber Defense business. 
They carry massive responsibility - at times 
protecting assets worth billions - while 
they juggle managing teams of analysts 
and making crucial decisions under time 
constraints.

Our Product team speaks to dozens 
of SOC managers on a weekly basis and 
collects valuable insights. Today we share 
some of the challenges that SOC managers 
expect to meet better when their SOAR 
platform is well-designed.

Analyst Management and 
Training

SOC Managers spend considerable 
time helping their analysts when they have 
issues or difficulties identifying an incident. 

Experienced managers leverage 
these interactions as an opportunity to 
mature their teams. SOAR platforms that 

nourish the training and learning process 
are extremely beneficial to the SOC’s 
evolvement. 

We learned from our users that 
Monitoring and Threat Hunting processes 
should be surfaced to the managers in a 
clean and intuitive interface, so they can 
quickly evaluate the analyst’s progress and 
emphasize places for improvement.

Linking Alerts to Knowledge

The investigation methodology in 
SOCs seems rigid to analysts at times, and 
there might be a tendency to overlook 
steps under stress. The interface for SOC 
managers should be designed to highlight 
steps that were missed in comparison to 
the guidelines or not explored well enough, 
and that cases are linked only to relevant 
data from the knowledge base.

Author: Dionysia Adamopoulou  Lead Product Owner, Encode

At a glance
•    4 minute read
•    SOC Management challenges        
•    Seeing big at all times
•    The art of reporting
•    Benefits of an effective SOAR

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.linkedin.com/in/dionysiaadamopoulou/
http://www.encodegroup.com/
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Coordination between teams 

SOCs, especially large ones, have 
different teams involved in the Incident 
Management process. There is the core 
SOC team, the Threat Hunting team, and 
at times other external stakeholders. 

It is important to collaborate and keep 
track of actions when shifts change or there 
is a new stage of the incident management 
process. The ability to share cases in a 
coherent bi-directional way is crucial, 
whether between different operators or 
between shifts.

A well-constructed SOAR interface 
makes handover easy to execute and 
should provide a total picture from 
the first impression. At the same time, 
personalization for each user should not 
obstruct the common view when applied 
on an individual workstation.

Seeing Big at all times

Almost every SOC has big screens on 
a wall with a common dashboard. Some 
platforms tend to overlook the importance 
of this component – while it deserves some 
dedicated optimization for its purpose, 
to be on and available and accurate at all 
times. 

For example, it does not need to have 
the same automatic log out settings as for 
a personal user, a process that can take 
valuable time during a shift. Additionally, 
visual filters and alerts should be 
specifically optimized to perform at the 
relevant screen size, text size, etc., without 
affecting the entire system.

The Art of Reporting

A main challenge for SOC Managers 
is the ability to understand, very fast, the 
quality of a case or incident. Effective 
reporting was time and again emphasized 
as a must-have. Reports could in several 
scenarios be more imperative to the SOC 
Manager than real-time information. 

SOC Managers must be able to track 
down the actions of each analyst to the 
finest detail very quickly, as the clock may 
be ticking on a discovered breach. Alerts 
broken down to time spent and with a 
clear timeline should be immediately 
understandable when diving in from a row.

On top of efficient tracking in case of a 
breach, reports help managers immensely 
in understanding the efficiency of each 
analyst, team or shift, and highlight the 
strengths to amplify and the weaknesses 
to mitigate.

“SOC Managers must be able to track 
down the actions of each analyst to the 
finest detail very quickly, as the clock may 
be ticking on a discovered breach.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Capabilities vary between analysts, 
some may be sharper investigators but 
slower performers, and this can be rather 
easily improved with the proper overview. 
A robust reporting system saves many 
working days per year, freeing more analyst 
time for actual SOC work. This is very 
measurable value. 

Linking Alerts to Cases for SLA 
support

Properly displayed alerts are a key 
feature that helps manage SLAs in a 
trackable manner. With access to the 
checklist or flow of steps, the alert timeline 
to observe recurrence, and fast access to 
related history and statistics – easier said 
than done but if they appear in one view, a 
lot of time and effort can be saved for the 
analysts and for their managers. 

KISS - Keep it Simple, SOAR

As happens in many technology 
products, sometimes the larger objective 
drives attention away from little features 
and widgets that can be very helpful and 
effective for the SOC Managers and their 

analysts, with available tools that do not 
require heavy development. We learned 
to be very open with our users and some 
comments helped us pick opportunities 
“off the floor”.

Just a few apparently mundane but in fact 
very useful examples:

A dark theme for night shifts is easy to 
implement and makes night shift analysts 
significantly more efficient and alert; 
or an accessible artifact view to access 
uploads of all kinds such as documents, 
screenshots, related emails and logs; even a 
seemingly basic procedure such as backup 
for the database can be improved with 
simple tools and techniques, such as timed 
backup, manual override, and easy export 
of backups within the protected ecosystem.

Sometimes the simplest features that 
can be expected in every digital product are 
left behind in the priorities for complicated 
SOAR platforms, and when they are not 
overlooked by the product team, they have 
an impact on analyst efficiency and on the 
capability of a SOC Manager to sail a tight 
ship.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Syed Shah
Head of Information Security & Privacy                              
Claims Consortium Group

Syed Shah has been Head of 
Information Security and Privacy for 
Claims Consortium Group in United 
Kingdom since January 2016. He 
has a career of more than 14 years of 
experience in IT, Information Security, 
Cybersecurity, Data Protection and 
Compliance.

CISO of the Week - Syed ShahClaims 
Consortium Group is a UK leading 
provider of property claims handling 
and claims workflow technologies. 
Claims Consortium Group was the 
first, and remains the only company 
of its kind to provide an online 
communication tool accessible by 
all parties involved in a claim.

Degrees and Certifications:

• MS Computer Security and Audit, 
MSc Computer Science, MBA

• IAPP Fellow of Information Privacy, 
CIPP/E, CIPM, CIPT, CISA, CISM, 
C|EH, C|HFI, ISO 27001 LA, CISMP, 
CCNA, CWNA, CCNA (Security), 
ITIL V3, Prince 2, AMBCS.

If I gave you an extra Pound, 
how would you spend it on 
cybersecurity?

I would certainly spend that extra Pound 
on ‘user education and awareness’. I believe 
that users are the first line of defence and 
If they do not know or understand how to 
maintain confidentiality of information, 
or how to secure it appropriately, you not 
only risk having one of your most valuable 
business assets (information) mishandled, 
inappropriately used, or obtained by 
unauthorized persons, but also risk being 
in noncompliance of a growing number of 
laws and regulations that require certain 
types of information security and privacy 
awareness and training activities.

“I believe that users are the 
first line of defence.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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You can’t hold firewalls and 
intrusion detection systems 
accountable. You can only hold 
people accountable. 

To achieve accountability, the 
information security and privacy 
training and awareness program 
must be well organized, support 
business goals, and clearly 
supported by executive leaders 
to ensure participation.

How important is it to have a CEO 
thinking that security matters?

The CEOs are the front figure 
of the organisation and the 
consumers expect and demand 
protection of their personal data 
and they want answers from the 
CEO whenever a data breach 
occurs.  

It is very important to have a CEO 
thinking that security matters 

because, he can take the lead and 
establish a culture of trust among 
stakeholders and employees. If 
a cause is important to the CEO, 
it is important to those down the 
hierarchy too. 

What advice do you have for 
security leaders?

Security is not simply a CIO, 
CISO, or IT department issue. 
Breaches, leaked documents, 
and cybersecurity attacks impact 
organisation’s bottom line, 
operations and its competitive 
edge. 

It is a responsibility that must be 
shared amongst all employees 
so, the CISOs must actively 
engage and collaborate with 
all stakeholders to mitigate 
constantly evolving cyber 
challenges.

“Security is not simply a CIO, CISO, or 
IT department issue. Breaches, leaked 
documents, and cybersecurity attacks 
impact organisation’s bottom line, 
operations and its competitive edge.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Threats are everywhere and 
always changing. How to 
address this difficult reality?

IT security risks take many 
shapes and forms nowadays. 
But none of them are  
impossible to defend against (or 
in the very least mitigate). 

By investing in the right people, 
processes, and technology, 
organizations can block some of 
the most persistent threats facing 
them today. 

Among those three pillars of 
cyber security, People are the 
most important element against 
ever changing cyber threats.

 
To be effective, we not only 
educate users regarding good 
security practices in the work 
place but also, work to provide 
additional value to the users 
and promote an “always aware” 
attitude.

How do you predict the future 
of authentication in online 
banking? 

Technological advances are giving 
banks the opportunity to begin 
moving beyond passwords. 

Given the poor user experience 
associated with passwords, 
rising costs, and the security 
weaknesses, banks are 
considering migrating to new 
digital authentication systems 
that meet the twin objectives 
of tightening protection and 
improving user experience i.e. 
Behavioural Biometrics.

“People are the most 
important element against 
ever changing cyber threats.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Could you offer advice on 
how CISOs and CIOs can work 
together?

The threat landscape may have propelled 
the CISO into the limelight but the ultimate 
responsibility for IT rests with the CIO. 
 
My relationship with the CIO (my boss) 
is very strong and we both work together 
towards the same goals of accessibility, 
security and organisational resilience. 
As information security has increased in 
importance, the roles of the CISO and CIO 
have certainly become more collaborative. 
 
It is also critical for the CIOs to have an 
effectively engagement with their CISOs 
because, they need more and more support 
and expertise of their CISOs at a board 

level that’s why a better communication 
between the two exec is crucial. 
 

The biggest challenge for the CISOs 
is to explore ways to become better 
influencers within their organisations 
and instead of impeding innovation for 
fear of cyberthreats, the CISOs should 
seek to be instrumental in aiding 
organisations to achieve their goal. 
 
While the CISO position has evolved 
into a more strategic role, so has that 
of the CIO. So, it is critical that CISOs 
and CIOs should work together and 
help business achieve its strategic 
objectives.

“The biggest challenge for the CISOs is 
to explore ways to become better 
influencers within their organisations.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Available for download in Full HD Quality

Cybersecurity Observatory - Video Infographics 

1st Global Cybersecurity Observatory - Insight

Potential Attacks  

SO

on Connected Vehicles

Please click on the image below to see the Video Infographic in Full 
HD Quality:

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/wp-content/uploads/VIDEOS/Video_Infographics/Video-Infographic_Potential_Attacks_on_Connected_Vehicles.mp4
https://cyberstartupobservatory.com/wp-content/uploads/VIDEOS/Video_Infographics/Video-Infographic_Potential_Attacks_on_Connected_Vehicles.mp4
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Automated SaaS-Based Breach 
and Attack Simulation Platform

“Just because you’ve counted all the trees 
doesn’t mean you’ve seen the forest.” – 
Anonymous

Cyber Arms Race in Cash 

The UK cyber security market is valued 
at $5 billion, according to the US-based 
website export.gov, and is widely regarded 
as the largest cyber security market in 
Europe. 

At the same time, it is estimated that 
cybercrime costs the UK up to $30 billion 
annually, repeating an arms-race paradigm 
seen throughout the world. 

To wit, whereas global information 
security spending is estimated at $124 
billion, cybercrime losses are expected to 
reach $6 trillion by 2021.

Does the infosec community stand 
even a remote chance of turning this 
situation around? The response by many 

organizations: Pile security products 
higher and deeper. 

But if your organization wants 
objective, vendor-agnostic evidence of 
cyber resilience, that proof lies in the 
*testing* pudding. 

Put simply, how can you tell whether 
your security investments are effective, if 
you don’t challenge them; if you don’t put 
them to the test?

Pros and Cons of Established 
Security Testing Methods

Security testing methods have evolved 
over the past two decades, and while 
all have their advantages, including 
maintaining regulatory compliance, they 
also have their limitations. 

The following is a summary of the 
advantages and drawbacks of widely used 
security effectiveness testing methods and 
tools.

“How can you tell whether 
your security investments 
are effective, if you don’t 
challenge them; if you 
don’t put them to the test?”

At a glance
•    4 minute read
•    The current UK Cyber Arms race       
•    Pros & Cons of established security testing   
      methods
•    What’s the best method for  your organization?
•    Automated attack simulation tools

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Penetration Testing

As put by Gartner, “Penetration testing 
helps answer the question ‘can they get 
in?’” and the follow-up assessment reports 
enable security teams to know if they are 
vulnerable to the latest hacking techniques. 

However, in between pentesting 
engagements, usually carried out on 
a quarterly or monthly basis at best—
security teams are left in the dark as to 
how well their security is performing. 

The effectiveness of corrective steps 
taken after a pentesting engagement 
are difficult to assess, requiring manual 
testing and some white hat knowhow. 

The impact of changes made to an 
enterprise environment are usually not 
known until the next penetration test, 
including the impact of daily happenings 
such as the rollout of new technology, 
policy updates and configuration 
variations. 

CBEST and Intelligence-led Penetration 
Testing

The Bank of England’s CBEST 
regulation steps up pentesting by 
requiring UK financial organizations 
to perform pentests that are based on 
intelligence that is relevant to them. 

According   to the CBEST 
Implementation Guide, this includes 
information on “Targeting: potential 
attack surfaces” across the organization’s 
infrastructure, as well as “Threat 
Intelligence: relevant threat actors.” 

Potential attack surfaces may include 
the consumer-facing applications, email 
gateways and secure-browsing web 
gateways deployed in an organization, as 
well as other potential attack vectors, such 
as the ability to move laterally from one 
network segment to another or exfiltrate 
records from a database.

Relevant threat actors, on the other 
hand, may include specific state-sponsored 
APT groups known for their attempts 
to circumvent international sanctions 
through highly-targeted fraudulent ATM 
and SWIFT transactions, or even extortion 
through ransomware attacks.

“Relevant threat actors may include specific 
state-sponsored APT groups known for their 
attempts to circumvent international sanctions 
through highly-targeted fraudulent ATM and 
SWIFT transactions, or even extortion through 
ransomware attacks.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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While this approach notches up 
security effectiveness testing, it still 
leaves organizations with infrequent 
assessments, that may be repeated only on 
a semi-annual or annual basis.

Vulnerability Management

Vulnerability scans are useful for 
uncovering the presence of known 
vulnerabilities (CVEs) on machines and in 
software. 

But they fail to check the potential 
impact of their exploitation on the 
organization, nor do they check for 
controls implemented to prevent lateral 
movement, used by threat actors to 
advance in the network, and traverse 
network segments, towards lucrative 
targets. 

Essentially, they lack offensive-based 
threat modelling.

Red Teaming

Testing a broader scope of attack 
vectors and security controls than 
traditional pen tests, red teaming has 

emerged to simulate sophisticated multi-
step attacks. 

Red team exercises more closely 
resemble cyber threats that spread and 
exploit vulnerabilities across the kill chain 
and are effective at mimicking a multi-
vector advanced persistent threat. 

They do require a certain level of 
expertise  and are usually sourced either 
from an external consulting firm or 
performed internally by in-house (usually 
blue team) professionals. 

Still, as with pentesting, their resource-
intensive nature doesn’t allow them to be 
used as a method to test security posture 
or security effectiveness on a daily, weekly 
or even monthly basis.

Open Source Tools 

Manual open source tools have emerged 
to facilitate the work of red teams and pen 
testers. 

These include Endgame Red Team 
Automation, MITRE Caldera, Red Canary 
Atomic Red Team and Uber Metta. 

“Vulnerability scans are useful for uncovering 
the presence of known vulnerabilities (CVEs) 
on machines and in software but they fail to 
check the potential impact of their exploitation 
on the organization.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The fact that they are free and generate 
platform specific attacks is a big plus; 
however, they do require advanced 
technical skills to use, and may require 
modification to test multiple attack 
techniques, simulating the logical flow of a 
full kill chain attack. 

Also, they usually lack remediation 
suggestions.

Seeing the Forest, Not Just the Trees

At best, the tools above provide only 
a snapshot in time of an organization’s 
security posture. Their infrequent nature 
limits the value they can provide in 
determining an organization’s real time 
security posture, to answer the question, 
“Is my organization secure right now?” 

Nor can they answer the question, “How 
effective are my security controls?” as they 
reflect tests performed on an environment 
several weeks or months ago.

Gaining Back the Advantage of Time

Instead of relying on periodic exercises 
and engagements and always playing catch 

up on the very latest threats currently 
in the wild, security teams and executive 
management need to reconsider how they 
determine their organization’s real time 
security posture and security effectiveness. 

With automated attack simulation tools 
now at their disposal, security teams can 
implement a repeatable, continuous testing 
process that tests security effectiveness 
across their attack surface and enables 
them to remediate gaps throughout their 
infrastructure—all while requiring minimal 
skill. 

To complete the Gartner quote above, 
whereas “Penetration testing helps answer 
the question ‘can they get in?’; BAS tools 
answer the question ‘does my security 
work?’”

For a deeper analysis of the pros 
and cons of established security testing 
methods, download this whitepaper, or 
get started with a hands-on test drive.                          

“Instead of relying on periodic exercises and 
engagements and always playing catch up on 
the very latest threats currently in the wild, 
security teams and executive management 
need to reconsider how they determine their 
organization’s real time security posture and 
security effectiveness.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://cymulate.com/resources/collateral/whitepaper-cyber-attack-simulation-vs-pen-testing-vs-vulnerability-scanning/
https://cymulate.com/free-trial/
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Hazel McPherson 
CISO, ALD Automotive (UK)

Hazel McPherson is the CISO at ALD 
Automotive (UK), part of the Societe 
Generale group. 

Hazel has more than 20 years of 
technical and leadership experience 
across the financial services, retail, 
manufacturing and health-care 
industries.

She has a Masters degree in Cyber 
Security and is an active member of 
the British Computer Society and her 
local OWASP chapter. 

Hazel is also a volunteer Chartered 
membership assessor for the British 
Computer Society, having been 
awarded Chartered membership 
herself in 2009. 

Where do you see the difference 
between Information Security, 
IT Security and Cybersecurity?

This is a great question and one that 
crops up all too often. The terms are often 
used interchangeably and this leads to 
a great deal of confusion on who does 
what, and why there are so many different 
names. 

For me, Information Security is where 
you should find the holistic view of 
governance, assurance, risk, audit, etc. 
Cybersecurity is a subset of specialist skills 
and includes red teams (e.g. pen testing, 
vulnerability management, threat hunting) 
and blue teams (e.g. cyber defence, security 
operations, incident response). 

The term IT security actually really 
annoys me. Securing IT is just something 
that the people responsible for the IT 
systems and assets should be doing as part 
of the day to day job.

“Security should no longer 
be added on afterwards 
by a separate team, it 
should be an essential 
part of being a 
responsible IT 
professional in 2019.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Security should no longer be added on 
afterwards by a separate team, it should be 
an essential part of being a responsible IT 

professional in 2019.

How do you convey to the board 
the message that - with regards 
to cybersecurity - you can 
minimize the risk but you are 
never going to be 100 percent 
secure? 

Having a good relationship with 
your board makes conversations about 
cybersecurity a lot easier. Working on 
that relationship before you need to have 
a serious conversation about a security 
incident can only help.

It is sometimes easy for people to 
assume that because you have the word 
security in your job title, they can breathe 
a sigh of relief and relax because “we’re 
covered”. 

Having insurance on your car, doesn’t 
mean you will never have an accident! 
Whenever I talk to people about security, 
I try to explain things in terms of making it 

more difficult to get in, or giving us more 
time to detect an attack. 

If a burglar is faced with deadbolts, an 
alarm, a large barking dog, and CCTV - 
they are likely to pass you by and try the 
neighbour’s door first. 

Layered security makes it more difficult 
for cyber-criminals, but I am yet to see 
anything that is completely secure. 

If someone is desperate enough to 
break into your network and steal your 
data, they will find a way eventually. 

How do you assess the 
responsibility of the CISO for 
educating the workforce? 

Awareness and education are such 
important topics at the moment and almost 
everyone is talking about having a “culture 
of security”. 

A culture isn’t something that grows 
overnight though, it takes consistent 
and prolonged investment, and re-
enforcement at all levels.

“It is sometimes easy for people to assume 
that because you have the word security in 
your job title, they can breathe a sigh of relief 
and relax because “we’re covered”. Having 
insurance on your car, doesn’t mean you will 
never have an accident!”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Whilst the CISO may have the deeper 
subject knowledge and be pursuing 
education as part of their strategy, getting 
people around the business talking about 
security subjects that interest them often 
results in greater educational outcomes 
than sitting people in a classroom, or 
having them take e-learning modules. 

Of course, awareness and education 
doesn’t always equal behavioural change 
either! 

In the future I hope that we will have 
changed the culture in organisations 
enough so that it isn’t the responsibility 
of the CISO to educate the workforce on 
security matters, and that everyone will 
embrace it as their day to day responsibility.

Ransomware and phishing 
are among the risks that 
have threatened all industries 
recently. From your perspective, 
how should companies mitigate 
these risks and what has worked 
for you?

Having lived through a ransomware 
attack I’m thankful that I can say the 
damage was minimal in my case, because 
we had put good security measures in. 
Phishing and ransomware often go hand 
in hand and certainly in my experience of 
ransomware, phishing has been the route 
in.

 Continue to educate staff and simulate 
phishing emails so that people know 
what to look out for. Invest in good email 
security systems, or a sandbox for email 
attachments. 

Block auto-run of files, flag emails from 
external sources, include disclaimers for 
staff to remain vigilant, and above all give 
staff an easy way to ask for help if they 
are unsure about something they have 
received. Oftentimes people will know 
something doesn’t look quite right but due 
to actual, or perceived, time pressures will 
proceed anyway if no-one is available to 
ask for help. 

With ransomware, it is really important 
to have good backups, and a good 
containment strategy. Ransomware is 
like water and it will flow into all areas of 
your network that it can. So look at your 
network logically and decide how you can 
segregate areas. If you are using shared file 
storage, make sure this is also segregated 
logically too. 

If the infected computer has access to 
shared file locations that are mapped as 
drives locally then those areas are going 
to be encrypted with the ransomware too, 
and the problem becomes bigger. Have 
a policy of not saving information locally 
to computers, unless those locations are 
explicitly part of your backup strategy.

“Ransomware is
like water and it 
will flow into all 
areas of your 
network that it 
can.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Ensure that backups are kept well 
away from any active areas of the network 
that ransomware could get to so that the 
backups don’t become encrypted by the 
ransomware too. 

If you are actively replicating data, think 
about whether this would be impacted 
by ransomware too. If you are replicating 
all your data in real time to a secondary 
or backup site and that data becomes 
compromised by ransomware, you are 
likely to be replicating the compromised 
data too. 

There are some good security products 
available now to help with tackling the 
risk of ransomware and whilst it hasn’t 
gone away, ransomware is reported to be 
declining. Phishing, however, is as popular 
a method of attack as ever so you should 
invest in mitigating controls for both.

How can CISOs balance security 
and innovation?

This is an interesting question because 
it leaves me feeling that somehow there 
can’t be both security AND innovation? Or 
that innovation can’t be secure? 

In fact, I think that the world of security 
is one of the most innovative spaces to be 
in at the moment.

What the CISO can do is spend time 
understanding the aspirations and 
direction of the company and then work 
with teams to create some foundational 
building blocks on which to be innovative. 

Simple things can often be forgotten in 
the excitement of innovation, so have those 
guidelines documented, clear, and available 
for people to refer to. I don’t mean endless 
lengthy policies of “do’s and don’ts”. 

Be part of the innovation! Create flow 
diagrams, web content, videos, whatever 
is easiest for people to consume that gets 
the message across. Then give them safe 
spaces to create in, away from your live 
environment and data. 

Always look for new ways to ensure you 
are as secure as you can be, within the risk 
appetite of the company. Use technology 
to help you, especially around breach 
detection and response. Employ experts 
in the security team to work alongside the 
innovators and build a foundation of trust.

“Be part of the innovation! Create flow 
diagrams, web content, videos, whatever is 
easiest for people to consume that gets the 
message across.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cybersecurity Observatory UK 43BACK TO CONTENTS

How might we address the 
perception of cybersecurity 
holding back the business?  

It’s difficult to find a balance in an 
ever-changing world of security. There 
are constantly moving boundaries and 
new threats in almost everything we do in 
technology. 

There are, however, the security ‘basics’ 
or ‘foundations’ that I previously spoke of, 
that we should all be doing as part of being 
a responsible technology user. 

If the business thinks that security 
is holding it back by implementing the 
foundations, well then the future of that 
company may very well be short lived 
anyway. 

Where the CISO can help further 
is to work within a clearly defined risk 
management process. Agree what does, 
and does not, fall within the interests of 
any regulations, laws, and contractual 
requirements. 

Understand what threats are relevant 
to the business and communicate these 
through the risk management process 
so that the business decides what is 
acceptable to them, or not.

It is really important for the security 
team to spend time explaining the 
concerns, or risks, in language that is 
understood by the business. 

If non-technical examples can be used 
to explain security issues then the business 
is likely have a greater understanding of 
the importance, and a greater level of 
patience whilst these issues are addressed. 

Having spoken to a lot of people in the 
security industry there are very few who 
don’t have the ability to see security from 
multiple view points, and simultaneously 
understand the business needs, and 
support its development and growth. 

Good cybersecurity can be a business 
enabler, so anyone who isn’t embracing it is 
probably missing out!

“If the business thinks that security is 
holding it back by implementing the 
foundations, well then the future of that 
company may very well be short lived 
anyway.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Closing statement 

Security is a really interesting space to 
be in at the moment, and I can only imagine 
that it will become much more interesting. 

The rate at which we continue to adopt 
new technologies, and the rate at which 
cyber-criminals continue to find new ways 
to exploit them, drives innovation at a rate 
that I have not previously seen. 

Many organisations now recognise 
the importance of good cybersecurity 
and embrace this with their investment in 
skilled people and new technologies. 

Cybersecurity needs to be on 
everyone’s roadmap, regardless of the size 
of the business, and needs a voice at the 
top, where strategy is decided and budgets 
are agreed. 

There is no silver bullet though - 
security needs long term strategic planning 
and control, and ongoing investment in 
people, process, and technologies.

If you still think that investing in security 
is expensive, then take a look at some of 
the news headlines recently and consider 
how expensive the alternative could be for 
your business.

“Cybersecurity needs to be on everyone’s 
roadmap, regardless of the size of the 
business, and needs a voice at the top, 
where strategy is decided and budgets are 
agreed.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Available for download in Press Quality

Cybersecurity Observatory - Infographics - Healthcare

1st Global Cybersecurity Observatory - Insight

Major Cybersecurity 

SO

Threats in Healthcare

1st Global Cybersecurity Observatory  - Insightcyberstartupobservatory.com SO

Major Cybersecurity Threats in Healthcare

Limited Cybersecurity 
Budget

Black Market For 
Electronic Health Records

Vulnerable IoT and 
IoMT Devices

Unsecured Mobile Devices

Ransomware

Malware and Phishing

Cloud Security

Under-trained Staff
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Heathcare Cybersecurity -
State of the Art

Where is the industry now?

Good health and well-being are one of 
the UN Sustainable Development Goals, 
the United Nations’ new roadmap to 
improve people’s lives by 2030. In most 
developed countries healthcare systems 
are involved in a transition process – the 
digital transformation - from paper-based 
to Electronic Health Systems.

In 2017, 8.8 % of the gross domestic 
product (GDP) of most developed nations 
(OECD countries) was spent on healthcare 
– an enormous part of a country’s economy. 

This referred digital transformation not 
only has important implications in terms of 
operational excellence and costs, but also 
in terms of Privacy, Confidentiality and 
Data Integrity.

The healthcare industry still struggles 
with interoperability challenges.

     

Here are the six key challenges related to 
EHR interoperability (US Government 
Accountability Office (GAO)):

1. Complex ecosystem with a 
myriad of stakeholders. The healthcare 
ecosystem is extremely complex. In figure 
1, below, we show a simplified view of the 
key stakeholders. Please note that the 
architecture might be much more complex.

2. Insufficiencies in interoperability 
standards. While standards for 
electronically exchanging information 
exist, the industry recognizes they 
are insufficient for achieving full 
interoperability.

3. Privacy rules are varied. Privacy rules 
vary across states, countries and regions. 
This represents a burden for the major 
players involved, including healthcare 
providers, software and IT companies and 
other stakeholders.

“This digital transformation 
not only has important 
implications in terms of 
operational excellence and 
costs, but also in terms of 
Privacy, Confidentiality and 
Data Integrity.’’

At a glance
•    6 minute read
•    Where is the industry now?      
•    Understanding the levels of Health IT
•    Security , confidentiality and privacy
•    Major threats for the healthcare industry

SO

Author: Jose Monteagudo  Editor-in-Chief, The Observatory

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.gao.gov/assets/680/672585.pdf
https://www.gao.gov/assets/680/672585.pdf
https://www.linkedin.com/in/jmonteagudoe/
https://cyberstartupobservatory.com/
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4. Accurately matching patient 
records. Patient matching presents an 
issue for interoperability because different 
systems use different demographic 
information to match individuals to their 
health records. 

Doing so may yield inaccurate results, 
as patients may have the same names, 
birthdates and ages. 

Thus, trying to corroborate identities 
between systems that use different 
demographic data is not possible because 
systems intake different data.

5. Prohibitive costs. System costs 
and legal fees can deter providers from 
achieving interoperability. Some EHR 
systems require multiple customized 
interfaces to work with other platforms, 
and providers have to pay the costs 
associated with building those interfaces. 

6. Lack of governance and trust 
among entities. Establishing trust 
between entities that are needed to 
support interoperability was noted as a 
challenge, largely because agreements and 
organizational policies don’t always align 
between parties.

Figure 1 portrays a simplistic view of 
the healthcare ecosystem including some 
of the most common messaging standards.

Framework for understanding 
the levels of Health IT

We have covered the major challenges 
related to EHR interoperability. Before 
delving deeper into the major cybersecurity 
threats faced by the industry, let’s shed 
some light onto the different levels of 
health IT. 

Figure 1: The healthcare ecosystem: key stakeholders and messaging standards
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A general framework for understanding 
those levels from a technical perspective is 
as follows:

• Application Level 

o Computerized Provider Order Entry          
(CPOE), Clinical Decision Support (CDS), 
Electronic Prescribing (e-prescribing), 
Electronic Medication Administration 
Records (eMAR), Results Reporting, 
Electronic Documentation, Interface 
Engines, and so on 

• Communication Level 

o Messaging Standards
 HL7, ADT, NCPDP, X12, DICOM, 

ASTM, and so on 

• Coding Standards

o LOINC, ICD-9, CPT, NDC, RxNorm, 
SNOMED CT, and so on 

• Process Level 

o Health Information Exchange 
(HIE), Master Patient Index (MPI), HIPAA 
Security/Privacy, and so on 

• Device Level 

o Tablet PCs, Application Service 
Provider (ASP) models, Personal Digital 
Assistants (PDAs), Bar Coding, and so on

Security, Confidentiality and 
Privacy 

Privacy Standards and Security 
Standards are necessarily linked. Any 
health record system requires safeguards 
to ensure that the data is available when 
needed and that the information is not 
used, disclosed, accessed, altered, or 
deleted inappropriately while being stored 
or retrieved or transmitted. 

Security Standards work together with 
Privacy Standards to establish appropriate 
controls and protections. Health sector 
entities that are required to comply with 
Privacy Standards must also comply with 
Security Standards.

We need to pay close attention to the 
electronic systems which manage Patient 
Identifiable Information. Some of those 
systems are detailed below. Please note 
that this is not an exhaustive list and there 
are many others:

• Electronic Health Records and 
Electronic Medical Records that capture 
and store patient information

“Any health record system requires safeguards 
to ensure that the data is available when 
needed and that the information is not used, 
disclosed, accessed, altered, or deleted 
inappropriately while being stored or retrieved 
or transmitted.”

https://cyberstartupobservatory.com/
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• Laboratory Information 
Management Systems

• Prescription Information 
Management Systems

• Patient Registration and Scheduling 
Systems

• Systems for Aggregation and 
Reporting Information, Monitoring Health 
Programs and Tracking Patients’ status

• Clinical Decision Support Systems

• Systems for Medical Research

Major cybersecurity threats for 
the industry

Overall, limited spending on 
cybersecurity is the number one threat 
among small to mid-sized health delivery 
organizations, even among larger systems. 

Hospitals must make numerous risk 
management decisions against resource 
constraints and cybersecurity has 
historically not been given the attention it 
requires — for the integrity and availability 
of their data, the reliability of their clinical 
operations and most importantly, patient 
safety.

Some of the protocols and standards 
discussed in this article were created when 
cybersecurity wasn’t even a concern.

Nevertheless, considering the huge 
impact on patient safety and the damages 
caused, cybersecurity in healthcare must 
be a top priority.

Another massive threat is ransomware. 
It is a type of malware that infects systems 
and files, rendering them inaccessible until 
a ransom is paid. 

When this occurs in the healthcare 
industry, critical processes are slowed 
down or become completely inoperable. 

Typically, ransomware infects victim 
machines in one of three ways:

• Through phishing emails containing 
a malicious attachment

• Via a user clicking on a malicious link

• By viewing an advertisement 
containing malware (malvertising)

“Hospitals must make numerous risk 
management decisions against resource 
constraints and cybersecurity has historically 
not been given the attention it requires.”

https://cyberstartupobservatory.com/
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Ransomware has become such an 
issue that in the US,  the MS-ISAC, along 
with their partners at the National 
Health Information Sharing and Analysis 
Center (NH-ISAC) and Financial Services 
Information Sharing and Analysis Center 
(FS-ISAC), have teamed up to host training 
sessions around the country on how to 
defend against it.

As an example, we may consider the 
WannaCry ransomware attack that hit over 
230,000 computers in over 150 countries 
in May 2017.

Organizations that had not installed a 
Microsoft security update from April 2017 
were affected by the attack.

In the UK, the National Health Service 
(NHS) was seriously impacted. According to 
NHS England, the WannaCry ransomware 
affected at least 80 out of the 236 trusts 
across England, because they were either 
infected by the ransomware or turned off 
their devices as a precaution. 

A further 603 primary care and other 
NHS organizations were also infected, 

including 595 GP practices (Investigation: 
WannaCry cyber attack and the NHS).

As discussed, cybersecurity events in 
healthcare are particularly critical due to 
the impact on patient safety. 

In the case of the WannaCry attack, 
although the NHS was not the specific 
target, the impact was massive. 

According to the Department of Health 
investigation, thousands of appointments 
and operations were cancelled and in five 
areas patients had to travel further to 
accident and emergency departments. 

Between 12 May and 18 May, 6,912 
appointments had been cancelled, and 
it is estimated that more than 19,000 
appointments would have been cancelled 
in total, based on the normal rate of follow-
up appointments to first appointments.

Even though the impact was huge, this 
incident could have caused more disruption 
if it had not been stopped by a cyber 
researcher activating a “kill-switch”.

https://cyberstartupobservatory.com/
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But ransomware is just one of the key 
cybersecurity threats faced by the industry. 

We should add to this dangerous mix:

-High demand for Healthcare 
Records: as electronic health records 
(EHR) are far more valuable than financial 
data, there is huge demand on the black 
market, fuelling the numerous cyber-
attacks that are damaging the reputation 
and finances of healthcare operators.

-Vulnerable IoT, IIoT and IoMT 
devices: there is a correlation between the 
proliferation of IoT, IIoT, IoMT and other 
connected devices and the increasing risk 
for the data they collect, manage, store and 
transmit.

-Unsecured Mobile Devices: 
considering the ubiquitous presence of 
mobile devices in the industry, especially 
with the Bring Your Own Device (BYOD) 
trend among healthcare companies, 
once these devices are connected to the 
healthcare infrastructure, a plethora of 
new threats arise. 

This is particularly acute once we add to 
the cocktail both the fact that healthcare 

employees have not been traditionally 
educated in cybersecurity risks and the 
extremely high sensitivity of the data 
managed.

-Cloud Security: healthcare 
organizations are moving to the cloud at 
full throttle, with some statistics showing 
that nearly two thirds of the organizations 
are leveraging the cloud in some capacity. 

The top cloud security concerns are the 
risk of unauthorized access and the risk of 
malware infiltrations.

In addition to the referred concerns, a 
key question arises - who is responsible for 
the critical data being stored on the cloud?

On the cloud model, there is a shared 
responsibility. While cloud providers are 
responsible for protecting their service, 
responsibility over regulatory compliance, 
data access and user credentials for the 
huge trove of medical records and other 
sensitive data falls to the healthcare IT 
team. 

It is crucial for IT teams to fully 
understand the delineation of this 
responsibility.

“The top cloud security concerns are the 
risk of unauthorized access and the risk of 
malware infiltrations. In addition to the
referred concerns, a key question arises - 
who is responsible for the critical data being 
stored on the cloud?”

https://cyberstartupobservatory.com/
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-Under-trained Staff: healthcare 
employees have easy access to patient 
sensitive data. Training your staff is critical, 
but just as important as training is getting 
them to truly understand the potential 
impact of their actions. 

It is beneficial to continue to enhance 
your training to focus on healthcare 
security as well as specialized role-based 
training. It is a fine balance to do so 
when clinicians’ priority is patient care, 
but through thoughtful, ever-changing 
awareness training and scheduled phishing 
exercises, more awareness can be brought 
forward. 

Another angle to this discussion is 
Insider Threat.

-Malware and phishing: one of the most 
significant threat vectors for a cyber event 
is phishing. It is essential to train people 
to recognize common phishing attempts. 
Cybersecurity and awareness training 
cannot be underestimated, even though we 
continue to implement technical controls in 
managing phishing threats. 

Having said that, we have seen 
sophisticated attacks lately for which 
purposely designed phishing awareness 
programs might prove useless. 

There are sophisticated solutions on 
the market to help companies address 
sophisticated phishing attacks leveraging 
state-of-the-art artificial intelligence, in 
particular machine learning and other 
technologies such as computer vision.

-Third Party Risks: there is a complex 
ecosystem of third-party vendors and it’s 
by no means trivial to limit their access to 
healthcare systems, computers and other 
devices.  While patient data should be highly 
protected from external personnel, it might 
be difficult to guard all points of access.

-Lost, stolen or inadequately disposed-
of old hardware: lost or stolen devices, 
as well as inadequately disposed-of old 
hardware, represent a huge risk. In the first 
case, the risk comes from the devices still 
having access to the healthcare network 
and potentially valuable data. 

In the case of old hardware, especially 
that containing storage or hard drives, 
it is extremely important to destroy 
them properly in order to assure that 
sensitive information, for example patient 
data, cannot be recovered by criminals. 
Companies should stay up to date on 
HIPAA compliance to ensure that they are 
following the most recent guidelines.

“Healthcare employees have easy access to 
patient sensitive data. Training your staff is 
critical, but just as important as training is 
getting them to truly understand the potential 
impact of their actions.”
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Glenn Sproule 
Head of Technology & Cyber Security Risk 
MoneySuperMarket Group 
Glenn has twenty years of operational 
IT, security and risk management 
experience across a diverse 
range of public and private sector 
engagements.  

A former Royal Air Force Officer, 
Glenn served in a number of security 
and intelligence-related roles before 
his retirement in 2013.  Post-RAF 
he has been engaged in technology 
transformation programmes for 
the UK Home Office and security 
leadership roles in both the Legal 
and Financial Services sectors.  

Since 2017 he has been employed 
as the Head of Technology & Cyber 
Security Risk for Moneysupermarket 
Group, which operates the UK’s 
leading price comparison service 
and consumer finance website.. 

If I gave you an extra Euro / 
Dollar, how would you spend it 
on cybersecurity?

I would add it to my investment in 
securing the supply chain.  One of the 
biggest areas of concern that the industry 
faces is the security of the increasingly 
vast and diverse supply chain that a typical 
digital organisation relies upon.  

The number of attacks we see 
conducted via the exploitation of third 
or fourth-party suppliers is a huge issue; 
properly securing an extended supply 
chain is an intrinsically hard problem that 
even the largest company will struggle 
with – it’s resource intensive and difficult 
to scale.  

As we’ve seen with the Marriott GDPR 
fine, due diligence of the supply chain is an 
area that the regulators are taking a keen 
interest in and it’s something which has 
the very real potential to bite if you get it 
wrong. 

https://cyberstartupobservatory.com/
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Treat supply chain security as a key 
operational risk and make sure that 
you resource your assurance functions 
appropriately to manage it; spend as much 
as you can afford to secure your supply 
chain and have in place some form of threat 
intelligence capability to monitor your 
most important vendors security posture.   

There are lots of vendors in this space 
who offer similar services; however, it’s not 
necessarily a cheap option so consider your 
return on security investment carefully 
and align it to your risk appetite.

How important is it to have a CEO 
thinking that security matters?

I don’t believe that you can successfully 
carry out your role as a security 
professional if you don’t have the top-level 
buy in from the CEO and the Board; you 
may be able to manage tactical issues but 
without Executive sponsorship you’ll find 
it extremely difficult to make an impact on 
anything of strategic importance, or make 
any kind of meaningful cultural change, 
particularly if you’re looking to improve 
the security posture/maturity of an 
organisation.

Having the CEO as an engaged and 
vocal sponsor of the security programme 

has been instrumental in helping the 
security team achieve the outcomes we 
targeted and maintain the levels of staff 
awareness and engagement we desired 
over the past 2 years.    

Also, being able to explain to the CEO 
the benefits of good security, or the 
implications of security/risk decisions in 
terms of business outcomes is a skill that 
all security leaders need to master as you 
need the CEO as an enthusiastic supporter 
when you deal with the Board.

What advice do you have for 
security leaders?

A couple of things spring to mind:

• Know your organisation; understand 
its purpose and how you, as a security 
leader, can positively contribute towards 
success. There are many security leaders 
who still fail to appreciate that, at the end 
of the day, businesses exist to operate, 
serve customers and ultimately, make 
money. 

Understand what your organisational 
security risk appetite is and craft a security 
programme to support that to the fullest 
extent. 

“Being able to explain to the CEO the benefits 
of good security, or the implications of 
security/risk decisions in terms of business 
outcomes is a skill that all security leaders 
need to master.”

https://cyberstartupobservatory.com/
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There’s a fine line between ‘good-
enough’ and excessive security in terms of 
what impact it has on business operations. 
Striving for perfect security usually means 
that you end up preventing people from 
being able to do their jobs.  

Being perceived as a blocker is no 
longer acceptable for security teams; if you 
stifle innovation, you’ll be bypassed.  

That said, you do have to be able to 
stand your ground when you need to so 
pick your battles carefully; there will be 
times when you do have to say “No”.

• Know your people; I think this is 
one that stuck with me through officer 
training.  I remember a quote on military 
leadership from Field Marshall Slim on the 
importance of a leader knowing their team 
which has stayed with me and I’ve applied 
it throughout my career. 

Understand what makes your team tick, 
their motivations and ambitions, etc. and 
extend this out to your peers and others 
within your business. 

Once you appreciate how people 
operate and what gets the best out of them 
it makes your job a lot more manageable, 
especially when you’re looking to engage 
people to champion your initiatives and 
extend the scope of your security influence.

What unique security challenges 
does your industry face?

Agility and innovation are key business 
drivers; being able to respond the pace of 
innovation whilst ensuring that products 
and technologies are designed and 
deployed with security considered at the 

outset is an interesting problem, especially 
when you have to strike the fine balance 
between security, usability and your 
regulatory commitments.

The move to ‘shift security left’ and 
establishing DevSecOps within a business 
operating in the Financial Services space 
is a philosophical, cultural and technical 
challenge; more so when you consider that 
as well as having to implement them across 
the business you may also need to help 
educate auditors on security practices that 
are not inherently familiar to them.

How do you make sure you 
know what new projects are on 
the roadmap and that security is 
baked in from the process side?

A couple of things come to mind:

 • Read and understand your company 
strategy as that will provide you with the 
macro view of what business spaces you 
will be operating in over the coming year(s).

https://cyberstartupobservatory.com/
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 • Understand the company goals for 
each year and identify who the main players 
are. 

• Get out amongst the business and 
make yourself known.  Take an interest in 
how the business functions and internal 
teams operate.

• Integrate your team closely into 
business operations; the security team 
has many functions but one of the 
most important ones is as a source of 
consultancy advice to the wider business – 
put the mechanisms in place whereby they 
can leverage the expertise your team has 
at the outset by becoming involved in their 
rituals and planning.

I view the role of both the CISO and the 
security team as an active one; you can’t 
get the level of situational awareness you 
need by staying in an office and cutting 
yourself off - you have to be able to walk 
the floor and be known as a person who 
can help solve business problems through 
sound security advice. 

 It’s far better, and cheaper, to produce 
a secure-by-design product than flagging 
up issues post-design that delay a product 
launch.

Understand what threats are relevant 
to the business and communicate these 
through the risk management process 
so that the business decides what is 
acceptable to them, or not.

How important is information 
sharing within the sector to 
keep abreast of new threats and 
cybersecurity best practices?

I always think of the old BT adverts 
featuring Bob Hoskins and his immortal 
line - “It’s good to talk”. 

More seriously, I don’t believe that 
we stand much chance at mitigating the 
impacts of a major cyber-attack against 
the sector unless we have open channels 
between industry peers that enable the 
real-time sharing of information in a secure 
manner.  

There are lots of threat intelligence 
services available and we’ve made a good 
start with initiatives such as the NCSC 
Cyber Information Sharing Portal (CiSP) 
programme and the FCA sector Cyber 
Coordination Groups (CCG) - but there’s a 
lot more we can do.  

‘’I always think of the old BT adverts
featuring Bob Hoskins and his
immortal line - It’s good to talk.’’

https://cyberstartupobservatory.com/
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We should participate in industry 
forums, plan, exercise and share our 
experiences and lessons with peers - and 
learn from those of others.  In the military 
we conducted Joint Service and multi-
national exercises in order to sharpen 
our skills and improve our ability to work 
collaboratively in a dynamic operational 
environment.  

Given the nature of cyberspace and the 
adversarial threats we face we should be 
pushing for this level of engagement as the 
de facto standard; perhaps one day we’ll 
get there.   

Some businesses and sectors struggle 
to break down the resistance to sharing 
negative outcomes and experiences, 
especially when commercial pressures 
and the fear of regulatory censure rears 
its head; self-interest often trumps any 
altruistic intentions they have, particularly 
if the consequences of sharing information 
result in a loss of competitive advantage 
and/or a large fine.

Closing thoughts

The reliance we place on technology, 
how it shapes our interactions, its influence 
and the level of control it can exert 
upon us makes it an interesting, or scary 
(depending upon your perspective) time to 
be a security professional and leader. 

 The rapid evolution of threats and the 
ubiquity of tools that require relatively low 
levels of skill to cause a disproportionate 
disruptive effect makes strong security 
leadership and a good security team 
(whatever their size) a pre-requisite for any 
organisation that has a notable presence 
within the cyber domain. 

Being able to exert influence with 
the Board and provide them with the 
information they require to make 
considered decisions is a fundamental 
skill for any aspiring CISO and we should 
take every opportunity available to us to 
increase our exposure to the C-suite and 
hone our skills.

As an industry we have a huge amount 
of talented, passionate and resourceful 
people who love what they do and want 
to make a difference. I believe there’s an 
opportunity to embrace the power of 
collective resource to help each other, 
especially in areas such as Supply Chain 
Security.  

Ultimately, we all do the same type of 
assessments; let’s leverage the knowledge 
we gather individually and use it in a 
smarter way.  We’ve all got a stake in trying 
to make the cyber environment a safer 
place for citizens and businesses to operate 
in; ethically, it’s also the right thing to do.

“As an industry we 
have a huge amount of 
talented, passionate 
and resourceful people 
who love what they do 
and want to make a 
difference.’’
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Early use cases of fake account creation 
were to request info anonymously, 
avoid spam from an online merchant or 
participate anonymously in a conversation. 

Today, with so much of our lives managed 
behind rich, account-based application 
platforms, fake account creation abuse is 
commonplace and more often than not, 
used to execute a secondary attack such as 
fraud or theft.

Using fake accounts to enhance product 
reputation on Amazon or Yelp is a practice 
that has become so commonplace, it has 
become its own economy with merchants 
who will create the reviews for you, and 
organizations who will analyze the reviews 
for you. 

Studies show that as many as 91% of us 
trust online reviews as much as personal 
recommendations, which in turn, can result 
in a significant increase (or decrease) in 

revenue for the vendor. With as many as 
20% of the reviews being fake, regulators in 
both the US and the UK are “encouraging” 
the vendors to take corrective action.

Whereas a fraudulent product review 
can have a direct financial impact for an 
ecommerce vendor, the purpose of fake 
account creation on other account-based 
application platforms is wide-ranging. 

Fake Account Creation: It’s Fraud by 
Any Other Name
Author: Matt Keil, Director of Product Marketing, Cequence 
Security

“Studies show that as 
many as 91% of us trust 
online reviews as much 
as personal 
recommendations.”

At a glance
•    4 minute read
•    Fake account creation and its evolution
•   Impact on social media and retail 
•   How Cequence Security prevents fake account 
creation
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The most well-known example of fraud 
using social media fake accounts was 
the findings surrounding the 2016 US 
presidential election where many social 
media accounts were created using both 
automated and manual efforts. 

Other uses of fake social media 
accounts include:

• Reputation influence/bombing     
through fake likes, posting fraudulent 
comments and taking advantage of 
account sign-up bonus programs.

• Executing content/profile scraping 
to use for malicious or competitive 
purposes.

• Denial of inventory where the 
high demand item is placed into a 
shopping cart, resulting in an out-of-
stock message to the real buyer.

• Automated shopping, where bots 
execute legitimate purchases of 
high demand items from multiple 
accounts, effectively bypassing 
purchase quantity limits.

One of the most significant challenges 
with managing fake accounts is the 
fact that establishing new accounts is a 
legitimate transaction and the lifeblood of 
account-based application platforms. 

For social media companies, their 
valuation is tied to the number of users 
they have, making the battle against fake 
accounts one that has a direct impact on 
their financial results. 

Retailers face the challenge of losing 
sales to competitors and a resultant 
decline in revenue; lost customers who go 
elsewhere to purchase out of stock items.

 Taking action against fake account 
creation is a challenging game of cat and 
mouse between the application owner and 
the bad actor. 

Inject too much friction, in the form 
of CAPTCHAs, JavaScript injection or 
other means, and the users may leave the 
platform.

“For social media companies, their 
valuation is tied to the number of users 
they have, making the battle against fake 
accounts one that has a direct impact on 
their financial results.”
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“Fakers” continually evolve, using 
automated tools and human farms 
to create the fake accounts, making 
adjustments in language, frequency of 
posting, and location to continue their 
fraudulent efforts.

How Cequence Security 
Prevents Fake Account 
Creation

Our award-winning Application 
Security Platform (ASP) prevents fake 
account creation and the resultant fraud 
or theft by analyzing your web, mobile 
and API-based application transactions 
with CQAI, a patented, machine learning 
analytics engine. 

The CQAI analysis is able to separate 
legitimate transactions from malicious, 
creating a fingerprint of known-good 
that can then be used for policy-based 
mitigation. 

Mitigation responses can be tailored 
to each application from outright block 
to customized deceptive responses that 
disrupt the economics of the bad actor. 

CQ Connect can also be used to share 
the findings with other elements in your 
security infrastructure, such as the fraud 
department. 

This architectural approach eliminates 
the need for application instrumentation 
and provides you with the insight and 
intelligence to allow legitimate account 
creation while blocking automated or 
human-farm generated account creation.

Learn more at www.cequence.ai

“Taking action against fake account 
creation is a challenging game of cat and 
mouse between the application owner and 
the bad actor.”
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Ste Watts 
Head of Cyber Security, Rathbone Brothers PLC

With over 20 years in the IT industry, 
over 10 of which have been spent in 
information security, Ste has worked 
in a number of sectors primarily 
tasked with protecting critical 
national infrastructure.

 

Ste has been responsible for 
developing and managing key 
capabilities such as cyber forensics, 
penetration testing, cyber threat 
intelligence and incident response.

Ste was recently appointed to the 
EC-Council’s Global Advisory Board, 
where his role is to help to build 
capacity and create awareness 
among businesses, government and 
citizens in the field of cyber incident 
response.

What is your overall approach to 
information security?

My approach is a fairly simplistic one: 
enable the business to meet its goals whilst 
reducing cyber risk. This is a lot easier in 
theory than in practice, but it is the corner 
stone of how I approach my role.

Our role as security professionals 
is to show the business that we are an 
enabler for them but also, to help them to 
understand that this needs to be balanced 
with their risk appetite.

Once that appetite is agreed it can be 
used to help support your future decisions 
and requirements in a way that the board 
understands.

“My approach is a fairly 
simplistic one: enable the 
business to meet its goals 
whilst reducing cyber risk. 
This is a lot easier in theory 
than in practice, but it is 
the corner stone of how I 
approach my role.”
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How do you convey to the board 
the message that - with regards 
to cybersecurity - you can 
minimize the risk but you are 
never going to be 100 percent 
secure? 

This is a really good question and one 
that caused me a lot of consternation in 
my early days in my cyber security career 
when I wanted to solve all the problems in 
front of me. Over time I realised that there 
is no such thing as 100% protection, and 
I stopped trying to “boil the ocean” so to 
speak.

Focus should be on reducing the 
likelihood of a compromise as much as 
possible given the constraints that we have 
to work with whilst also ensuring sure that, 
should the worst happen, plans are in place 
to respond effectively so that any potential 
impact is minimised.

When we hear of multi-million pound 
companies, who have the latest technology, 
who employ the most skilled people in 
the industry and have access to the latest 
threat intelligence but are still getting 

compromised, you soon realise that it’s not 
a case of if but when.

It’s a business’ ability to react to an 
incident and minimize impact that will 
set it apart and ensure its longevity. A 
good board understands this and realises 
that it’s all part of the company’s risk 
management process.

Some people call for daily 
security drills and exercises 
at all levels of an organization 
to help re-enforce defensive 
strategies.What is your take on 
this?

I am a big believer in security drills, 
cyber threat exercises and such. They 
help to test a company’s playbooks and 
processes in a controlled manner to help 
increase “muscle memory” whilst providing 
a no blame environment where “failure” is 
an opportunity to improve and succeed.

Conversely though, over-testing can 
lead to a “boy who cried wolf” mentality 
that dilutes any potential benefit, so it is 
imperative to strike the right balance.

“It’s a business’ ability to react to an incident 
and minimize impact that will set it apart and 
ensure its longevity. A good board 
understands this and realises that it’s all part 
of the company’s risk management process.”

https://cyberstartupobservatory.com/
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Tests should include table-top exercises 
where key responders sit around a table 
and walk through a potential scenario 
using their playbooks as well as “live fire” 
drills whereby responders are tested 
without prior knowledge. 

This is key to evaluating how well staff 
respond when they are not in a controlled 
environment with time on their side. 
This can make all the difference in a real 
incident.

Security and IT professionals 
are bombarded with news about 
cyber security issues. How can 
they filter out the noise and 
determine what issues really 
matter?

Firstly, you need to establish what 
is a relevant risk to your organisation. 
For example, if your company only has a 
brochureware site then DDoS may be less 
of a concern compared to a business that 
relies on its Internet presence to attract 
and retain customers and to generate 
revenue on a daily basis. Therefore your 
threat intelligence requirements may not 
focus heavily on DDoS.

 In a world full of so-called “cyber 
intelligence sources” it is key to establish 
which sources are relevant, reliable, 
timely and provide actionable intelligence. 
Choose sources that are well established 
within your sector that collect information 
from a wide number of trusted sources. 

In the finance sector these could be 
groups such as FSISAC (Financial Services 
Information Sharing and Analysis Center), 
CCGs (Cyber Co-ordination Groups) that 
are relevant to your business area, as 

well as cross sector sources such as the 
CiSP (Cyber Security Information Sharing 
Partnership) provided by the NCSC.

Digitization is a double-edged 
sword, offering incredible 
benefits but also entailing 
serious risks. What are your 
thoughts on this inevitable 
development?

Businesses want to do things that are 
inherently at odds with traditional security 
practices; share data, provide access from 
any device, anywhere at any time whilst 
ensuring the least possible friction to the 
user experience. 

A good cyber security professional realises 
that this is an inevitable challenge and works 
with the business to ensure that security 
is applied in a way that is commensurate 
with the risk posed. It’s about finding the 
balance where business needs are met 
without compromising security.

“In a world full of so-called 
‘cyber intelligence sources’ 
it is key to establish which 
sources are relevant, 
reliable, timely and provide 
actionable intelligence.”
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I always say that our team’s mantra is 
“Know, not no”. In other words, our role 
isn’t to block initiatives - it is to provide 
the business with the relevant advice and 
knowledge that enables them to make an 
effective decision based on their agreed 
risk appetite.

How important is information 
sharing within the sector to 
keep abreast of new threats and 
cyber security best practices?

Intel sharing is imperative. Intel sharing 
acts as a force multiplier, especially for 
smaller companies that don’t have the time, 
budget or experience to be able to invest 
in a fully fledged cyber threat intelligence 
capability.

The ability to know what is occurring 
in the sector and indeed other sectors, 
provides companies with the ability to 
prepare themselves for threats that they 
may not have otherwise considered and 
subsequently provide focus in the right 
areas.

Sharing intelligence also enables law 
enforcement to build cases against threat 
actors that are more likely to lead to 
successful interdiction, resulting in less 
criminals and less criminal infrastructure.

Closing Statement

As the threat landscape develops and 
the line between nation state sponsored 
actors and organized crime groups blurs, 
cyber security teams will need to find new 
and innovative ways to keep pace with the 
evolving threat landscape. 

As cyber security leaders we will 
continue to be challenged to understand 
technology down to a bits and bytes level 
whilst also ensuring that we apply strategic 
thinking to ensure that we align to the 
goals of the business.

One thing is for sure, security 
professionals of all industries need to come 
together and share information in order to 
stay abreast of the latest threats. It won’t 
be easy but collectively we can make a 
difference. Stay safe out there.

“The ability to know what is occurring in the 
sector and indeed other sectors, provides
companies with the ability to prepare 
themselves for threats that they may not 
have otherwise considered.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Available for download in Press Quality

Cybersecurity Observatory - Infographics - AI

1st Global Cybersecurity Observatory - Insight

Cybersecurity Applications                                             
of AI in Financial Services
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1st Global Cybersecurity Observatory  - Insight cyberstartupobservatory.comSO

Anti-Money 
Laundering

Cybersecurity Applications of AI in Financial Services

Insider Threats

Regulatory 
Compliance

Monitoring & 
Preventing Threats

Customer Protection

Identity & Access
Management

Fraud 
Detection

Risk 
Management
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In a world of increasing connectivity, 
where barely a moment passes without 
interference from technology, humans 
are bound to become distracted. When 
distractions are the norm in the workplace, 
errors are more likely to occur. When 
mistakes are made, cybercriminals are 
watching and waiting for their opportunity.

How Cybercriminals Exploit 
Human Weakness

In cybersecurity, there’s nothing more 
dangerous than a distracted or careless 
employee. Cybercriminals exploit this by 
using abusive tactics to prime their victims 
for attacks. 

According to the 2019 Verizon Data 
Breach Investigations Report, phishing 
attacks were the number one form of social 
attack, named so because cybercriminals 
rely on manipulating human behavior to 
achieve their goals. With the workplace 

being home to a number of stressors, 
including career, financial, and even social, 
cybercriminals have an endless array of 
options to carry out their manipulations.

Phishing techniques have evolved from 
poorly written emails sent in mass waves 
to low-volume, short-wave attacks that 
are often indistinguishable from legitimate 
emails. With corporate branding, images, 
and email signatures, phishers easily fool 
busy employees and coerce them into 
clicking on phishing links and visiting 
counterfeit web pages.

How Artificial Intelligence Fights 
Human Error
Author: Adrien Gendre, Chief Solution Architect, Vade Secure

At a glance
•    4 minute read
•    How Artificial Intelligence fights human error        
•    How cybercriminals exploit human weakness
•    Artificial Intelligence fills the gaps
•    Assessing an AI-based solution

“In cybersecurity, there’s 
nothing more dangerous 
than a distracted or 
careless employee.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/office-365-phishing-attacks-how-hackers-get-access-to-your-business/
https://www.linkedin.com/in/adriengendre/
https://www.vadesecure.com/en/
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To get their victims to open emails, 
phishers lure victims with language 
intended to ignite their emotions. “Access 
denied”, “Account suspended”, and 
“Payment due” are common subject lines 
that lure victims into opening phishing 
emails. Employees who are under duress 
or otherwise concerned about responding 
to emails quickly are among the most likely 
to be lured into such an attack. 

Spear phishing, while on the surface 
less sophisticated because it doesn’t 
require landing pages or branding, is more 
personal than a phishing attack and may 
include more sophisticated levels of social 
engineering. 

Cybercriminals might stalk a victim’s 
social media accounts to gain insight into 
their job role, personality, and even their 
whereabouts, to learn how to manipulate 
them. 

For example, it takes only a quick glance 
at a LinkedIn profile to discover that an 
employee has been recently promoted, 
transferred to a new location, or even 
changed job roles. 

A cybercriminal impersonating a 
colleague now has personal details to add 
to their email. “Congrats on the promotion!” 
or “How are you liking the new office?” 
could be enough to fool the employee.  
If the email is purportedly sent from an 
executive, the employee is even more likely 
to respond. 

In the above examples of phishing and 
spear phishing, cybercriminals are playing 
on their victim’s emotions. 

Whether trying to impress a superior 
or make up for a past professional mistake, 
employees are quick to respond to and 
act on emails if they think their job or 
reputation is at stake. 

Human error is at the heart of most 
cybersecurity incidents and is consistently 
named the top cybersecurity threat to 
organizations. 

Despite this, many organizations are 
falling behind at adopting technologies that 
can reduce human errors, or, at the very 
least, act as a safety net when mistakes do 
occur.

“Cybercriminals might stalk a victim’s 
social media accounts to gain insight 
into their job role, personality, and even 
their whereabouts, to learn how to 
manipulate them.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/vade-secure-uncovers-ongoing-direct-deposit-spear-phishing-attacks/
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Artificial Intelligence Fills the 
Gaps

 When presented with a split 
decision, humans are prone to mistakes. 
Whether making a questionable 
purchase or sending a strongly worded 
professional email without considering 
the consequences, humans will, time and 
again, make the wrong decision. 

While security awareness training 
is critical to building responsible 
cybersecurity practices, cybercriminals 
are constantly honing their techniques to 
get past these barriers—and they do get 
past them. In 2018, US businesses lost 
$1.2 billion to business email compromise.

 Security awareness training failed 
those organizations not because they were 
ineffective but because emotion won over 
intelligence. AI-based technologies are 
unimpeded by emotion—they feel neither 
joy nor pain when they make a decision—
right or wrong. 

This is a powerful differentiation in 
cybersecurity, where logic (hacker) and 
emotion (victim) collide. 

In email security, a supervised Machine 
learning algorithm is trained by analyzing 
legitimate and malicious emails. Able to 
generalize, the model learns to recognize 
malicious behaviors that a human might 
not recognize, whether due to distraction, 
duress, or simply because of the quality of 
the email. 

An effective AI engine will block the 
email from reaching the user’s mailbox. In 
this case, the human is spared from making 
the wrong decision, doing away with the 
potential for human error.

Other AI-based technologies at work 
in email security include Unsupervised 
Learning and Deep Learning. In 
Unsupervised Learning, the model doesn’t 
rely on a trainer but recognizes anomalies 
in emails by identifying patterns that differ 
significantly from previous data. 

For example, it can recognize a spoofed 
email address where the sender claims 
to be one person, but the email address 
doesn’t match the organization’s entity 
model.

“AI-based technologies are unimpeded by 
emotion—they feel neither joy nor pain 
when they make a decision—right or 
wrong. This is a powerful differentiation in 
cybersecurity, where logic (hacker) and 
emotion (victim) collide.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/internet-crime-reaches-7-45-billion-in-us-email-attacks-cause-the-most-damage/
https://www.vadesecure.com/en/internet-crime-reaches-7-45-billion-in-us-email-attacks-cause-the-most-damage/
https://www.vadesecure.com/en/ai-in-cybersecurity-how-hackers-are-helping-machines/
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An employee who is likely juggling 
multiple tasks at once might not recognize 
such an anomaly, or if they do, conflate 
an anomaly with urgency. For example, 
if you’ve never received an email with a 
direct request from a CEO, and suddenly 
that CEO asks you for an urgent favor, 
you might recognize the request as highly 
unusual and unlikely. 

Or, you might be so caught off guard by 
the anomaly that you immediately fulfill 
the request to satisfy the CEO. This is the 
reaction cybercriminals are counting on. 

Finally, Deep Learning models 
recognize images rather than text. 
Phishing, or emails that impersonate a 
brand, include fraudulent brand images like 
logos. Subconsciously trained to recognize 
popular brand logos, humans are unlikely 
to inspect a logo for quality. Instead, they 
recognize the logo and instantly trust that 
the email is legitimate. 

A Deep Learning model can recognize 
that an image in an email or on a webpage 
is a counterfeit and block it from a mailbox. 
If a phishing email were to bypass the AI-
engine on the first pass, it has another 
opportunity to scan for anomalies. 

For example, an AI-solution with 
time-of-click technology can analyze the 
URL if the employee clicks on the email, 
blocking them from landing on a fraudulent 
webpage. 

Assessing an AI-based Solution

Searching for an AI-based solution for 
email protection requires asking the right 
questions. Not all solutions are created 
equal. The quality and amount of data an 
AI engine is trained with is critical to its 
ability to identify malicious emails. When 
speaking to vendors, ask what types of 
models the AI-engine is using (Supervised, 
Unsupervised), where the data originates, 
the size of the dataset, and how frequently 
the data is updated.

Finally, understand what technologies 
are being combined with the AI solution. AI 
alone isn’t an effective solution. It should be 
combined with other proven technologies 
to build a solid layer of protection.

To learn more about how AI-based 
technology is being used to fight human 
error, register for the Vade Summit.

“Searching for an AI-based solution for 
email protection requires asking the right 
questions. Not all solutions are created 
equal. ”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/gift-card-scams-a-spear-phishing-attack-hits-close-to-home/
https://www.vadesecure.com/en/gift-card-scams-a-spear-phishing-attack-hits-close-to-home/
https://www.vadesecure.com/en/phishers-favorites-q1-2019/
https://www.vadesecure.com/en/phishers-favorites-q1-2019/
https://www.vadesecure.com/en/understanding-the-difference-between-true-ai-and-marketing-b-s-in-cybersecurity/
https://vadesummit.vadesecure.com/
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Chris Hodson 
CISO, EMEA at Tanium

Chris Hodson is the CISO, EMEA 
at Tanium. Chris is an information 
security, data privacy and risk 
management leader with an SME 
background in strategy, architecture 
and design. He possesses 18 years’ 
professional experience obtained 
across the financial, retail, energy 
and media industry sectors.

 

In early 2016, Chris made the move 
from end-user into the vendor space 
with Zscaler, where he operated as 
CISO, EMEA and Data Protection 
Officer. As a CISO, Chris is a trusted 
advisor to executives, board 
members and other stakeholders, 
helping them define well-balanced 
strategies for managing risk and 
improving business outcomes.

Chris holds an MSc in Cybersecurity 
from Royal Holloway University 

London and retains an active role 
in the Infosec industry through 
directorship of the IISP and 
membership of CompTIA’s Cyber 
Security Committee.

You recently published ‘Cyber 
Risk Management’ - what is the 
book about and what drove you 
to embark on this adventure?

Simply put, I think we often 
misappropriate cyber security 
nomenclature. We speak of vulnerabilities 
when we mean threats, or we consider 
the theoretical impact in isolation of the 
exploitation necessary to cause business 
disruption. 

 ‘Cyber Risk Management’ was 
somewhat of a cathartic exercise for me, an 
opportunity to document the constituent 
components of the cyber risk equation and 
present each within a specific chapter.

“Simply put, I think we 
often misappropriate 
cybersecurity 
nomenclature. We 
speak of vulnerabilities 
when we mean threats.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Irrespective of the framework or 
methodology used, actors (nefarious or 
accidental) initiate events which exploit 
vulnerabilities – dependent on the asset(s) 
in question, business impacts can be 
various. 

It is vitally important for the security 
function to consider the threats which 
are in scope for their organisation and 
understand where vulnerabilities exist (in 
people, process and technology) which 
can be exploited to compromise the 
confidentiality, integrity and/or availability 
of data.

I was lucky enough to have some of 
the most knowledgeable people in the 
industry sit down for interviews to give 
their perspectives on so many pressing 
issues across the cybersecurity discipline: 
DevSecOps, threat modelling, security 
architecture, business continuity and the 
direction of our profession. 

I really enjoyed the writing process, and 
feedback thus far has been fantastic!

If I gave you an extra Euro/
Dollar, how would you spend it 
on cybersecurity?

As mundane as it sounds, I’d spend my 
extra dollar on plain-old cybersecurity 
hygiene. Often, security teams procure a 
specific tool to combat a particular threat 
event without the underpinning of a solid 
foundation of tooling. 

For all of the machine learning, 
blockchain-based solutions out there 
(which have their place), most companies 
fail to answer some of the more 
rudimentary challenges which have 
plagued the industry for the past 20 years:

• How many endpoints do I have?
• Where do these endpoints reside?
• What applications are running on   

my workstations?

• Which applications have 
vulnerabilities?

• What is my Mean Time to Patch      
(MTtP)?

•  What is my Mean Time to Detection 
(MTtD) of malicious activity?

“For all of the machine learning, 
blockchain-based solutions out there 
(which have their place), most companies fail 
to answer some of the more rudimentary 
challenges which have plagued the industry 
for the past 20 years.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Once a security function feels 
comfortable with their baseline security 
posture, that’s the time to focus on specific 
threats based on myriad factors such as 
industry vertical and organisational risk 
appetite. 

 In my opinion, too many organisations 
forget the basics such as patching 
vulnerabilities in favour of shiny tooling.  
We must go back to basics; a cybersecurity 
house of cards provides a false sense 
of security and leaves an organisation 
unnecessarily vulnerable.

How do you foster an image 
of information security being 
there to support the business 
rather than just being about raw 
technology?

Infosec needs to remain relevant in 
a world of continuous integration, Agile 
and digital transformation. Business units 
have access to Software as a Service 
(SaaS) solutions which allow instantaneous 
provisioning and a low friction engagement 
model. The IT and cybersecurity teams 
are often no longer the custodians 
of endpoints, nor the provisioner of 
applications that a user is accessing. 

 To support modern business, the 
infosec team needs to provide tools and 
guidance to empower the workforce. 
Waterfall-based security engagements 
have historically included verbose design 
documentation and protracted penetration 
testing cycles.

 These time-consuming processes don’t 
align with the organisation which needs to 
exploit first-mover advantage and DevOps 
based models for software development.

Many of the information security teams 
I work with are exploring the concept of 
a ‘business information security officer’ 
(BISO) – a security leader who familiarises 
themselves with a specific business 
unit, understanding the critical assets, 
information stores and stakeholders to 
serve their needs better. This approach 
provides a better context for risk 
management and information protection.

How do you assess the 
responsibility of the CISO for 
educating the workforce?

How many times have you heard that 
‘security is everyone’s responsibility’? It is, 
but the CISO and team have real skin in 
the game when it comes to cybersecurity 
education and awareness. 

. Any organisation with a progressive 
cybersecurity education programme 
ensures that the ‘why’ of cybersecurity is 
disseminated from the very top – company 
executives need to adhere to the same 
practices as anyone else throughout the 
company.

“How many times have 
you heard that ‘security is 
everyone’s responsibility’? 
It is, but the CISO and 
team have real skin in the 
game when it comes to 
cybersecurity education 
and awareness.’’

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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The requirements for cybersecurity 
education need to be an initiative which 
fosters a culture of openness and 
transparency. Users are going to make 
mistakes - they’re human! It is important 
that staff know what to do when they 
encounter a suspicious-looking email, or 
accidentally open a file which causes their 
machine to behave erratically. 

Whereas awareness should be a 
systemic organisational initiative, much like 
health & safety, education can be focused 
on specific areas of the business. Software 
developers, for example, require targeted 
training on how to develop code with 
security baked in. Helpdesk and reception 
staff need training and education which 
covers methods of social engineering.

The CISO is ultimately responsible for 
ensuring that staff members understand 
their responsibilities for information 
protection and cybersecurity, although 
each member of staff is ultimately 
accountable for acting responsibly and 
adopting a health caution when interacting 
with technology.

How do you communicate 
information security issues to 
the board?

CISOs have the difficult job of 
delivering meaningful metrics to a board 
of directors that is not comprised of 
security professionals. In order for them to 
communicate security and risk effectively, 
they need to meet board members where 
they “live” – meaning they need to be 
talking about the same objectives if the 
metrics are to make sense.

CISOs need to understand a company’s 
business objectives – what makes the 
company tick and which objectives are 
being measured by the c-suite? Some 
organisations are looking to shorten the 
time for onboarding acquired companies; 
others are looking to decrease operational 
expenditure.

Some businesses are focusing on 
improving user experience and customer 
satisfaction. 

“The requirements for cybersecurity education 
need to be an initiative which fosters a culture 
of openness and transparency. Users are going 
to make mistakes - they’re human!”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Whatever the business objective, it is the 
role of the security team to highlight risk 
factors which could materially impact a 
company achieving its goals.

 Once these risks have been identified, the 
CISO could present performance indicators 
which are directly aligned to risks (which in 
turn are attributed to business outcomes 
and objectives). 

The aforementioned approach ensures 
that risks are appropriately evaluated 
and controls are deployed to mitigate 
specific vulnerabilities across the company 
ecosystem, resulting in easier conversations 
regarding cybersecurity funding.

Security and IT Professionals 
are bombarded with news about 
cybersecurity issues. How can 
they filter out the noise and 
determine which issues really 
matter to them?

This question brings me back to the 
motivations for ‘Cyber Risk Management’. It 
is imperative that any company considering 
expenditure on cybersecurity controls 
understands why a control is necessary 
and which areas of risk will be mitigated or 
removed with a particular solution.  

When a cybersecurity news story hits the 
headlines, it is critical to ask yourself ‘could 
this affect us?’ 

To answer this question, CISOs need to 
answer the common (yet difficult) questions 
which I outlined in my answer to the extra 
Euro/Dollar question.

CISOs need to work with business 
executives and define a list of critical 
assets – the data and systems that keep the 
business running.

 From here, security teams should work 
through threat modelling activity to qualify 
the types of threats that are in scope and 
the controls necessary to mitigate or 
remove risks to said assets. 

This model helps companies filter out the 
noise, prioritise resources and systemically 
improve information security across their 
business.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Understanding the Airport 
Ecosystem 

Background

In 2016 airports worldwide welcomed 
7.7 billion arriving and departing 
passengers and handled 110 million metric 
tonnes of cargo and 92 million aircraft 
movements.

Airports are live and complex 
ecosystems with new stakeholders added 
or removed on a regular basis. All the 
elements integrated in this jigsaw play a 
key role in delivering a safe, secure and 
even personalized experience to both 
passengers and airport employees while 
at the same time enabling operational 
efficiency and revenue generation for 
the airport management, the airlines that 
deliver services to customers and the 
concessionaires that operate passenger 
services in terminal buildings. 

Let’s take a look under the hood to 
understand how an airport is structured 
and what the key assets are that need to be 
secured, as well as the challenges we face.     

Major stakeholders at the airport 

There is a plethora of interconnected 
systems at the airport, each one including 
valuable assets that need to be properly 
secured and protected. 

To get an understanding of this complex 
ecosystem of assets, let’s focus on the 
different stakeholders or entities that can 
be found at the airport. Then, we will dig 
deeper to showcase critical assets under 
the control of each one of the airport 
stakeholders.

At a high level we might classify the 
airport stakeholders within the following 
categories:

At a glance
•    5 minute read
•    Background       
•    Major stakeholders
•    Key assets supporting operations
•    Challenges faced by airports and airlines

SO

“Airports are live and 
complex ecosystems
 with new stakeholders 
added or removed on a 
regular basis.’’

Author: Jose Monteagudo  Editor-in-Chief, The Observatory

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.linkedin.com/in/jmonteagudoe/
https://cyberstartupobservatory.com/
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-Passengers: they expect a convenient 
end-to-end journey with a personalized 
experience, including bespoke offers, 
based on location and customer profile. 

This is particularly important for the 
most profitable customers - the VIP 
passengers. 

Sophisticated technologies like 
behavioural analytics leveraging advanced 
segmentation, modelling and even 
machine learning, gamification, and geo-
location are currently used or will soon be 
used. 

Smart Mobile apps will be the interface 
to all airport systems. Passengers will use 
the mobile phone to check-in and navigate 
through all the touchpoints at the airport. 
Widespread interactive surfaces and 
devices enable real-time information and 
feedback. 

-Airlines: provide air transport services 
for travelling passengers and freight. 
Airlines utilise aircraft to supply these 
services and usually form partnerships or 
alliances with other airlines for codeshare 
agreements. 

These aircraft are also involved in a 
massive transformation which involves 
digitalization to eventually become 
connected aircraft or e-Aircraft. 

The reality is that everything the 
passengers can do on the ground with 
their tablets or smartphones, they want to 
be able to do in the air, too. 

-Local and National Government: 
while their role might vary per country, 
very frequently the local government will 
be responsible for the strategic direction 
of the airport, while national government 
will have a double duty:

• As an operator focusing on air traffic 
control services, transportation systems, 
security (e.g. baggage handling and 
screening, customs and immigration).

• As a regulator covering airport 
infrastructure and service providers within 
airport systems.

“The reality is that everything the passengers 
can do on the ground with their tablets or 
smartphones, they want to be able to do in the 
air, too.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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-Industry / Third-Party Service 
Providers: private operators that offer 
services to airlines, passengers and other 
stakeholders of the airport. 

These third-party service providers are 
critical for the safety and security of the 
daily operation of the airport. Most of them 
currently rely on siloed systems and in some 
cases old legacy technology designed long 
before cybersecurity was even a concern. 

Among these systems we might find:

• Air Traffic Management (ATM)
• Fuel Management
• Baggage Handling and Screening
• Cargo Processing Services
• Kiosk Devices, e.g. e-ticketing
• Way-finding Services
• Transport Systems
• IT and Communications Services
• Security Services

-Airport Suppliers: which have the 
airport as a customer and include consulting 
companies, contractors and equipment 
suppliers.

-Surface Transport Operators: provide 
surface access to the airport and include 

rail services, taxicabs, buses, private rental 
cars and the subway / underground. Parking 
services may be provided both on and off 
the airport premises.

-Airport Operators: the organization 
managing the airport. It might be a private 
company through a concession.

-Concessionaires: operate passenger 
services in terminal buildings and may 
include food and beverage services, retail 
and accommodation.

Key assets supporting the daily 
airport operation

Now we have introduced how an airport 
is structured in terms of the different 
stakeholders that underpin the airport’s 
operations and services delivered, let’s dig 
a little bit deeper to figure out which assets 
lay beneath and how critical they are:

• IT and Communications including 
internal and external infrastructure:

o Internal: Lan, VPN, IT equipment, 
Mobile network and apps, passenger WIFI, 
SOC, Flight Display Systems.

“These third-party service providers are critical 
for the safety and security of the daily 
operation of the airport. Most of them currently 
rely on siloed systems and in some cases old 
legacy technology designed long before 
cybersecurity was even a concern.”

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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o GPS, cloud-based data, Network 
Security Management, WAN, Air to satellite 
communication systems, GIS, etc.

• Airline / Airside Operations: 
including among others - air traffic 
management, flight tracking systems, 
departure control systems, airfield lighting 
and runway control and monitoring, cargo 
processing, aircraft re-fuelling, etc.

• Landside Operations: including 
the landside operations systems control 
centre, fuel management, lighting detection 
systems, parking management systems, 
etc.

• Safety and Security: access 
control systems, authentication systems, 
baggage screening and handling systems, 
surveillance systems, passenger screening, 
perimeter intrusion detection, emergency 
response, firefighting, etc.

• Customer Ancillary Services: 
Cashpoint terminals, mobile payments, 
point of sales (PoS), duty free, catering, etc.

• Facilities and Maintenance: 
airport vehicle maintenance, building 
management and control systems, energy 
management systems, lifts and escalators, 
SCADA (utilities, roads, ancillary areas), 

environmental management systems, etc.

• Passenger Management Systems: 
kiosk devices, e-ticketing, electronic visual 
information display systems, passenger 
check-in and boarding, central reservation 
systems, etc. 

• Staff Management: staff records 
management, authentication systems, 
mobility-enabled applications.

One important issue is that there are 
no common data standards to exchange 
information within this complex ecosystem 
of stakeholders, making integration 
quite challenging and more importantly 
adding complexity to securing the whole 
architecture. 

Major challenges faced by 
airports and airlines

There is tremendous pressure to 
strengthen end-to-end security and to do 
so swiftly. The major challenges faced by 
airports and airlines are:

-Siloed legacy systems make it difficult 
to implement streamlined end-to-end 
security.

“One important issue is that there are no 
common data standards to exchange 
information within this complex ecosystem of 
stakeholders, making integration quite 
challenging and more importantly adding 
complexity to securing the whole architecture.”

https://cyberstartupobservatory.com/
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-Too much connectivity: physical assets, 
including scanners, access and departure 
control, and security cameras are now 
connected to an airport’s or airline’s 
systems, making it easier for a cybercriminal 
to get access to physical equipment. 

With the explosion of IoT devices new 
opportunities arise but also, and more 
importantly, new challenges appear, 
connected to the inherent lack of security 
within these devices.

-A quickly evolving threat landscape, with 
criminals using increasingly sophisticated 
tools which might challenge existing 
cybersecurity budgets, particularly at 
smaller airports. 

While those smaller airports will certainly 
comply with existing regulations, there is 
no doubt that their ability to implement the 
latest security technologies is going to be 

lower than at a major international airport. 

This will generate a disparity amongst 
airports in the methods and degree to 
which cybersecurity is addressed, some of 
them having a very mature cybersecurity 
posture while others will have limited 
capabilities.

-Multiple regulations coming from local, 
regional and global organizations make it 
difficult to keep up with compliance.

-A complex ecosystem of stakeholders, 
with massive data flows moving among the 
different parties, with the volume, velocity 
and variety of the data quickly increasing. 

Big Data solutions are becoming ever more 
necessary in order to properly manage both 
the unstructured and structured data that 
is being generated, processed and stored 
within this complex ecosystem.

“Big Data solutions are becoming ever more 
necessary in order to properly manage both the 
unstructured and structured data that is being 
generated, processed and stored within this 
complex ecosystem.”

https://cyberstartupobservatory.com/
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Ante Gulam 
Global CISO, Skyscanner Ltd. 

Ante has spent the last couple 
of years heading security across 
businesses in fintech, e-commerce 
and travel sectors. 

He is currently acting as a global CISO 
for Skyscanner, world’s travel search 
engine with over 90m monthly active 
users.

 Overall, Ante has over 15 years 
of experience within the security 
industry across managerial and 
hands-on, engineering roles.  

Are there any common traits 
as to what makes a successful 
security program?

The main task of a security function is 
always to protect the business. Therefore, 
the key trait of a successful security 
program is surely its alignment with 

business strategy, culture and processes. 

Additionally, simplification is of extreme 
importance. It is common to see programs 
where complexity increases risk instead of 
reducing it. 

Focusing on incremental improvements 
across areas based on adequate root-cause 
analysis while keeping the bigger picture in 
mind usually provides a good starting point 
for solving security at scale.

How can security executives 
get that buy in from the top?

At that level it’s all about risk and one’s 
ability to rightly quantify and communicate 
said risk. Moreover, it’s important to keep 
it simple and bring real-life examples that 
you can relate back to your business.

“It’s important to keep 
it simple and bring 
real-life examples that
you can relate back to 
your business.”

https://cyberstartupobservatory.com/
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Almost everybody agrees that 
organisations need a culture 
of security. How can security 
leaders help facilitate that type 
of culture?

In my experience, generic approaches 
are proving less effective as threats keep 
evolving. Therefore, we should aim at 
building targeted, data-driven eco-systems 
rather than relying on ‘one size fits all’ 
models when it comes to awareness and 
education programs. 

Value-stream mapping of security 
related activities should be surfaced 
continuously as well. When people 
can clearly see how their actions are 
contributing to overall business posture 
and really understand ‘the why’, it makes 
buy-in far easier. 

This model is also a great foundation 
towards gamifying the overall security 
program which improves teamwork 
needed for effective cyber security.

Threats are everywhere and 
always changing. How can we 
address this difficult reality?

Besides continuous evolution from the 
technology and process perspective, one 

thing we could definitely get better at as an 
industry is transparency. 

The industry should strive to create 
a better shared learnings culture, so 
everyone can benefit from both learning 
and mistakes. 

Ideally, this would be one that does 
not exclusively revolve around threat 
intelligence but expands across both 
reactive and proactive successes and 
failures.  

How can CISOs balance security 
and innovation?

They really don’t have to be mutually 
exclusive. Security can easily support or 
even drive innovation if it is well embedded 
into business processes and built in to 
projects from an early stage.

How might we address the 
perception of cybersecurity 
holding back the business?

From experience, doing so through data 
is key. Automation and early engagements 
are usually the best ways of preventing 
friction across business flows. Being able 
to quantify impact of those is usually the 
right way to ensure that security is seen as 
an enablement function.

“When people can clearly see how their actions 
are contributing to overall business posture 
and really understand ‘the why’, it makes buy-in 
far easier.”

https://cyberstartupobservatory.com/
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Airport Operators Concessionaires
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01
Company Description

Encode is at the forefront of reducing the risk of increasingly aggressive cyberattacks on 
businesses. Our industry-leading solutions and unrivalled offensive expertise provides 
detection in depth for companies throughout the globe and reduces incident detection and 
remediation time from a typical 100+ days to a matter of hours.

Company Name: Encode
Founded: 07/2002
Employees: 100
Web: www.encodegroup.com
Headquarters: London, UK

Company Information
Other offices: Athens, Dubai
Key Target Verticals: Finance, Telecom, 
Manufacturing, Retail, Utilities, Education, 
Government, Aerospace, Defense

Product Category: SoC (Incident 
Response & Forensics) 
Services Provided: 

Encode SOCaaS MDR: We are your 
24/7 Security Operations Centre (SOC) 
providing advanced technology, people, 
processes, encapsulated knowledge and 
advanced threat hunting as a service.

 

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• Financial Services
• Telecom
• Legal Services
• Manufacturing

02
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04
Service in detail

Encode’s MDR service provides defence, mitigation and response against advanced, 
evasive cyber-attacks. The service includes 24x7 real time security event monitoring, 
correlation with machine learning, incident handling with advanced threat hunting and 
automated response combined with expert oversight from our security analysts. 

How does it work?

At the heart of the Encode MDR service is our proprietary Enorasys SOAR platform 
which performs continuous baselining of user and organisation activity. Advanced 
behaviour analytics, threat hunting and automated responses are used to detect and 
appropriately respond to cyber threats.

https://cyberstartupobservatory.com/
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05
Key Benefits

• Reduction of cyber security risk by focusing on organisation assets and priorities.

• Enhanced visibility through alert noise reduction and false positive removal.

• Integration with 3rd party tools e.g. ticket management.

• Enjoy a greater ROI by leveraging existing security investments.

• Free up time and resources.

06
Unique Differentiators

• Features a dedicated technology stack tailored to the needs of modern SOCs in 
order to counter sophisticated threats.

• Complete coverage from Endpoint detection to 24x7 hunting and response.

• Encode has been performing Red Teaming exercises/APT simulations for over 15 
years. By leveraging this offensive expertise we are able to continuously enhance 
our defensive capabilities.

07
Encode is committed to the evolution of the platform adding more functionality to further cut 
investigation times and develop more integrations with 3rd party systems to further expand 
automated response capabilities.

Future Functionality

https://cyberstartupobservatory.com/
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Certifications

Partners
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Company Description
Cymulate is an award-winning SaaS-based Breach and Attack Simulation (BAS) 
platform that makes it simple to know and optimize your security posture any time, all 
the time.

Company Name: Cymulate
Founded: 06/16 
Employees: 50-100
Web: Cymulate.com

Company Information
Headquarters: Israel
Other Offices: USA, UK, Spain
Key Target Verticals: All verticals 

Product Category: Breach & Attack 
Simulation
Product Stage: Released
Product Names and Brief 
Description: 
The product is comprised of multiple 
attack vectors. 

• Full Kill-Chain APT
• Email Gateway
• Web Gateway
• Web Application Firewall
• Phishing Awareness
• Endpoint Security
• Lateral Movement 
• Data Exfiltration
• Immediate Threat Intelligence

Services Provided:
• Simulate attacks across the full 

kill chain. 
• Evaluate controls to identify gaps. 
• Remediate with actionable 

guidelines.

03The Product Customer Footprint

Markets with Customers: Cymulate’s customers 
are found in markets across North America, EMEA, 
and Asia. 
Relevant Public Success Stories per Key Target 
Vertical:

• Financial Services 
• Euronext “As Euronext’s cybersecurity team, 

we know that cybersecurity is always a work 
in progress. Cymulate allows us to fill a gap 
that for a long time was not closed directly, but 
only indirectly with other security controls. We 
recommend anyone looking for a BAS platform to 
turn to Cymulate.” –Jorge Ruao, Head of Security 
Operations

• Critical Infrastructures
• Connecticut Water “Cymulate enables me to test, 

reconfiugre, increase our security posture, and 
lower our cyber risk – adding great value to our 
security program.” –William Perez, Cyber Security 
Lead

• Communications
• Telit “With pen-testing it’s a long process, which at 

the end can take even 3 months to get the report. In 
that time there might have been new products, new 
attacks and it’s not relevant – we need to be up to 
date with new attacks all the time.” –Itzik Menashe, 
VP Global IT & Information Security

02
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04

Cymulate is an award-winning SaaS-based Breach and Attack Simulation (BAS) 
platform that makes it simple to know and optimize your security posture any time, 
all the time. Fully automated and customizable, Cymulate challenges your security 
controls against the full attack kill chain with thousands of simulated cyber attacks, 
both common and novel. 

Testing both internal and external defenses, the attack simulations show you exactly 
where you’re exposed and how to fix it-making security fast, continuous, and part of 
every-day activities. With 360° visibility and actionable reporting, Cymulate shortens 
test cycles and offers a counter-breach assessment technology that empowers 
security leaders to validate the effectiveness of their current security controls by 
taking a proactive approach to their cyber stance, so they can stay one step ahead of 
attackers. Always.

Product in detail

https://cyberstartupobservatory.com/
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05
How does it work?

• Tests defenses against the full attack kill chain
We’ve divided the attack surface into nine vectors that can be run ‘a la carte or 
simultaneously to simulate a full Advanced Persistent Threat (APT). Challenging 
both internal and external (perimeter) security controls, Cymulate’s attack 
simulations replicate the modus operandi of real-world threat actors in a safe 
manner, running the full gamut of cyber threats, from ransomware to banking 
Trojans, SQL injections and countless others.

• Attack customization tailored to your needs
By easily customizing attacks to test security controls against specific threats 
or threat components, assessments become much more efficient and time-to-
remediation is shortened.

• KPI-friendly metrics and benchmarking
After running an assessment, a score is generated, reflecting the magnitude 
of potential threats to target systems or resources, with industry-specific 
benchmarking. Cymulate’s risk score is calculated using industry standards such 
as the NIST Risk Management Framework, CSVSS v3.0 Calculator, Microsoft’s 
DREAD and the MITRE ATT&CK Framework.

• Comprehensive reporting and alerting
Instrumental to meeting compliance mandates and demonstrating ROI ,a 
technical and executive summary are generated at the end of each assessment. 
Alerts can be generated to notify personnel when the Cymulate Risk Score 
exceeds a certain threshold.

https://cyberstartupobservatory.com/
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06
Key Benefits
• Validate your company’s security posture after any sort of change. 
• Assess if your organization is really safe from a breach. 
• Ensure your organization is compliant with GDPR, PCI, HIPPA and all other federal or 

industry regulations that require regular testing of security controls.
• Optimize your cybersecurity budget ROI by comparing the effectiveness of current and 

alternative security solutions.
• Get automated alerts to test your security posture against the very latest threats detected 

in the wild. 
• Check your organization’s defenses across business touchpoints, to ensure they are 

resilient enough to keep 3rd party threats out.

Unique Differentiators
• Deploys in minutes
• Simple to use
• Single agent, unlimited attacks
• Customized attacks
• SaaS-based platform

• Expanding our integrations and testing capabilities to cover the organization’s entire 
digital footprint across environments including cloud, IoT, and beyond. 

Future Functionality

Product Video

• Automated or on-demand
• Very latest threats simulated with a few clicks
• Covers the full attack kill chain
• Immediate results
• Comprehensive coverage

https://cyberstartupobservatory.com/
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07
Certifications / Recognitions

Awards

Partners

Tech Startup of the Year, 
Software

Best Breach and Attack 
Simulation Platform

Simulation Platform Best Cybersecurity Startup
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Company Description
Cequence Security develops award-winning application security solutions that 
protect your Web, Mobile, and API-based applications from a broad range of targeted 
attacks. These include automated bot attacks focused on business logic abuse 
(such as credential stuffing, site scraping, fake account creation, and more) as well 
as attacks designed to exploit both known and unknown application vulnerabilities.  
The foundation of the solution is the Cequence Application Security Platform (ASP), 
a container-based platform easily deployed on premises or in your public or private 
cloud, across any number of locations. The platform is powered by the patented CQAI 
analytics engine and supports two integrated security modules – CQ botDefense and 
CQ appFirewall. 

Company Name: Cequence Security 
Founded: 01/14 
Employees: 50+
Web: www.cequence.ai
Headquarters: Sunnyvale, CA

Company Information
Other Offices: Munich, Germany
Key Target Verticals: The Cequence 
ASP is targeted to today’s “hyper-
connected” organizations across the 
US and Europe. 

Product Category: Application Security, 
Cloud Security,  Web Security.
Product Stage: Released.
Product Names and Brief Description: 

• CQ appFirewall: Application 
Security That Goes Beyond 
Legacy WAFs.

• CQ botDefense: Intelligent 
Automation that Prevents 
Malicious Bot Attacks.

• Cequence Application Security 
Platform (ASP): AI-powered 
platform providing defense 
against attacks on web, mobile, 
and API-based applications.

03
The Product Customer Footprint

Relevant Public Success Stories per Key 
Target Vertical:

• The Cequence ASP (which is 
deployed on customer premises) 
currently processes more than 1 
billion application transactions each 
day and is protecting web, mobile, 
and API-based applications for 
multiple Fortune 500 companies, 
including those in financial services, 
retail, and social media markets.  

• The Cequence solution has received 
multiple industry accolades, include 
the 2018 Gartner Cool Vendor 
designation.

02
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04

Web Application Firewalls (WAF) have been deployed to address PCI regulatory 
compliance and protect web applications from OWASP Top 10 risks. Today, application 
teams move faster than security and when coupled with attack advancements, WAFs 
have been rendered ineffective at protecting your public facing web applications. 
Additionally, WAFs are hard to manage and their traditional change control approach 
to signature and policy updates can delay the application development lifecycle, often 
impacting user experience.

Product in detail: CQ appFirewall

How does it work?

Taking a new approach to application security, one that uses intelligence, automation 
and a cloud-centric architecture, CQ appFirewall extends beyond traditional WAF 
functionality, allowing your security team to accomplish several key objectives:

• Simplifies management, enabling your team to do more with less. CQ appFirewall 
fully leverages intelligence generated by the CQAI traffic and threat analytics 
engine to virtually eliminate the need to manually create and update applications 
and threat signatures.

• Improves security efficacy with customized application infrastructure defense. 
Threat response options that go beyond traditional alert and block, CQ appFirewall 
allows you to improve security efficacy with creative mitigation techniques such 
as geo-fencing and deception.

• Integrates with your existing security infrastructure. As an integral component of 
Cequence ASP, CQ appFirewall takes advantage of the CQ Connect REST APIs to 
import and export information and thus improve the efficacy of your entire security 
infrastructure. The distributed, container-based architecture enables you to deploy 
CQ appFirewall in the cloud, data center or hybrid locations.

• Enables application security consolidation. Managed centrally, the integrated 
elements of the Cequence ASP, CQ botDefense and CQ appFirewall allow you to 
manage multiple application security functions – bot protection and application 
firewall – with a single pane of glass.

https://cyberstartupobservatory.com/
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05
Key Benefits
• What sets CQ appFirewall apart is the platform approach that fully leverages the CQAI 

intelligence to address the vulnerability protection and compliance requirements (e.g., 
OWASP Top 10 and PCI DSS Section 6.6) that most organizations have struggled to 
effectively deploy. 

• CQ appFirewall, in conjunction with Cequence ASP, protects your entire modern application 
landscape including mobile and API-based – not just your web applications.

Product Infographic
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Bot Attack Defense
Provides effective attack defense 
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and deception

Economic Value
Reduces infrastructure costs, 
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Twelve Ways Cequence Security Is Raising the Bar
on Application Security

© 2019 Cequence Security, Inc., 100 Murphy Avenue, Suite 300, Sunnyvale, CA 94086  1-408-978-3258  info@cequence.ai  www.cequence.ai    All rights reserved.
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Your web, mobile and API-based applications are increasingly targeted by bad actors 
who use a rich repository of resources from the dark web to programmatically attack 
the business logic of your public facing applications with malicious transactions that 
appear to be legitimate, or syntactically correct. These attacks manifest themselves in 
the following abusive ways: account takeover (also referred to as credential stuffing), 
fake account creation, content scraping, denial of inventory, denial of wallet, gift card 
theft and loyalty program fraud. The impact to your business can be seen in the 
following ways:

• Revenue loses directly attributed to fraud, theft and the process of addressing it.

• Decline in user-base from reputation bombing, loss of trust and poor user 
experience.

• Increased infrastructure costs to address the high volume of illegitimate traffic.

• Degradation of user experience, application performance and availability.

Product in detail: CQ BotDefense

How does it work?

CQ botDefense complements CQ appFirewall as an additional security module 
available within the Cequence Application Security Platform (ASP). CQ botDefense 
leverages CQAI, a patented, machine learning, analytics engine to automatically 
discover all of your web, mobile and API-based applications along with the threats and 
vulnerabilities targeting them that may lead to data loss or application infrastructure 
compromise. Armed with this unmatched visibility, your security team can deploy 
policies and accomplish the following application security objectives:

• Prevent automated attacks targeting web, mobile and API-based apps.

• Bake security into your application infrastructure.

• Integrates with your existing security infrastructure.

• Enables application security consolidation.

https://cyberstartupobservatory.com/
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07
Key Benefits

Research shows that malicious bots represent as much as 35% of the overall web traffic and 
for some customers, these attacks represent 90% or more of their web traffic. CQ botDefense 
takes an intelligent approach to preventing business logic abuse attacks targeting your public 
facing web, mobile and API-based application infrastructure.

Product Infographic

8

12

10

7

6

1

2

3

5

4

11

10

9

JAVA

SDK

Software-only Solution
No need for expensive, 

purpose-built appliances

“Baked in” Security
Prede�ned pro�les & machine learning eliminate 

deployment bottlenecks

Application Firewall
Prevent zero-day attacks and address

OWASP TOP 10 & PCI 6.6 requirements

Flexible Deployments
Deployable on-premises, in the 

cloud, across any number of locations

Application Discovery
Automatically discovers all web, mobile, and 

API application assets across the organization

No In-line Detection
Does not rely on in-line detection, 

which can introduce additional 
latency to the network

No JavaScript or SDK
Does not require use of 

time-consuming JavaScript or 
mobile SDK modi�cations

AI-Powered Platform
With machine learning to provide 
attack detection/analysis in real time

Bot Attack Defense
Provides effective attack defense 
against all channels – web, mobile, 
and API apps

Open Architecture
Allows data to be shared with 
SIEMs, WAFs, and more to improve 
work�ows and response time

Automated Mitigation
Stops attacks fast with customizable, 
automated mitigation policies - 
including blocking, rate limiting, 
and deception

Economic Value
Reduces infrastructure costs, 
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Twelve Ways Cequence Security Is Raising the Bar
on Application Security

© 2019 Cequence Security, Inc., 100 Murphy Avenue, Suite 300, Sunnyvale, CA 94086  1-408-978-3258  info@cequence.ai  www.cequence.ai    All rights reserved.

Unique Differentiators

Traditional network level protections, such as Web Application Firewalls , CDNs, and 1st 
generation bot mitigation tools, have proven to be largely ineffective and are hard to manage, 
injecting friction into the application development lifecycle and often impacting user 
experience.
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The Cequence Application Security Platform (ASP) protects web, mobile and API-
based application infrastructure from automated attacks, malicious bots, and 
exploits. Cequence ASP is a distributed, container-based architecture that is scalable 
and flexible, allowing you to integrate security into your application infrastructure. 

Cequence ASP is comprised of the following elements: 

• CQAI is the patented intelligence engine for the platform, using machine learning 
and analytics to automatically discover web, mobile and API-based applications 
while uncovering threats and vulnerabilities that may lead to application 
infrastructure compromise and/or data loss. CQAI uses multiple techniques to 
analyze your transactions to provide a complete view of application and threat 
behavior than other technologies that rely on client context alone. Applications 
and threats identified by CQAI can then be used to drive policy creation and 
enforcement within two security modules: 

• CQ botDefense uses the intelligence generated by CQAI to determine the actual 
intent of the application transactions, allowing you to protect all public facing 
web, mobile and API-based applications from a broad range of business logic 
abuse attacks typically orchestrated using bots or human farms. 

• CQ appFirewall takes full advantage of CQAI to intelligently extend traditional 
WAF functionality to address one of the most significant WAF deficiencies: the 
inability to detect and prevent unknown, or zero-day attacks.

Product in detail: Application Security Platform (ASP)

Product Video

Cequence Application Security Platform (ASP) 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work?
Cequence ASP leverages the power of its CQAI analytics engine to analyze every 
interaction from a user, client, network, and application perspective. 

This multi-dimensional analysis provides you with a complete view of behavior – far 
more than what is possible with technologies that rely on client context alone. 

For example, while client-side analysis can reveal unusual header anomalies, 
application-side analysis can see the actual attack behavior of a denial of inventory 
attack where a user repeatedly puts items in his basket without purchasing. 

CQAI then uses an ensemble of machine learning models, behavioral analysis, and 
statistical analysis of hundreds of traits to build a syntactic profile of the application 
used to identify threats and to facilitate policy creation. This includes, but is not limited 
to, heuristic analysis of headers, protocols, other network traffic, and both user and 
application behavior. 

CQAI also performs a statistical analysis of all of these traits to identify patterns and 
anomalies. By tracking the unique multi-step behaviors of real attacks against your 
applications, CQAI distinguishes malicious bots from benign forms of automation 
such as approved content aggregators. 

This same multi-dimensional analysis is used to detect and defend against targeted 
exploits of application vulnerabilities that traditional WAFs cannot detect.Enables 
application security consolidation.

Key Benefits

Container-based software platform can be deployed on premises or in the cloud, wherever 
applications are located. Platform consolidates multiple application security functions, 
simplifying security architecture and eliminating need for specialized appliances. AI-powered 
analytics engine automatically discovers apps, detects threats, and defends against attacks. 
No application changes required, no signatures, no performance impact.

Unique Differentiators
Container-based software platform can be deployed on premises or in the cloud, wherever 
applications are located. Platform consolidates multiple application security functions, 
simplifying security architecture and eliminating need for specialized appliances. AI-powered 
analytics engine automatically discovers apps, detects threats, and defends against attacks. 
No application changes required, no signatures, no performance impact.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Certifications

Awards

The Cequence ASP supports OWASP requirements as well as PCI 6.6 compliance.

• 2018 Gartner Cool Vendor
• 2019 CSO Hot Startups
• 2019 InfoSecurity Global Excellence
• 2019 Cyber Defense Magazine InfoSec Award
• 2019 Enterprise Security Top 10 Startup
• 2019 MRC Technology Award

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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01Company Description
Radiflow develops trusted Industrial Cyber-Security Solutions for critical business 
operations. We offer a complete portfolio of game-changing solutions for ICS/SCADA 
networks that empowers users to maintain visibility and control of their OT networks, 
including an Intelligent Threat Detection tool that passively monitors the OT network for 
anomalies, as well as Secure Gateways that protect OT networks from any deviations 
from set access policies.

Radiflow’s team consists of professionals from diverse backgrounds, from cyber-
experts from elite military units and automation experts from global industrial vendors 
and operators. Founded in 2009, Radiflow’s field-proven solutions, validated by leading 
research labs, currently secure thousands of customer facilities.

Company Name: Radiflow
Founded: 09/2009
Employees: 45
Web: www.radiflow.com  
Headquarters: Tel Aviv, Israel

02Company Information
Other offices: USA, Germany, UK
Key Target Verticals: Utilities and production 
facitlities

Product Category: Detection & Prevention, 
SOC, ICS/SCADA
Product Stage: released
Product Names and Brief Description:

• iSID Industrial Threat Detection
• iSAP Smart Probe
• iSEG Industrial Gateway

Services Provided:
• iSEC Security Assessment
• iTED On-site industrial training
• iSOC Managed Services to SOCs

03
The Product Customer Footprint

Markets with Customers: 
• Power Generation & Distribution
• Oil & Gas
• Water
• Transportation
• Building Automation
• Process Manufacturing

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://radiflow.com/
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Product in detail

Radiflow has two main product lines: 
• Non-intrusive - passive: iSID + iSAP
• iSEG -  inline network protection using industrial DPI firewall and access control

How does it work?
Risk Assessment
              The iSID maps all assets and their behaviors, analyzes their vulnerabilities and 
provides risk scoring based on the impact on the business processes
Protect Critical Assets
              The iSEG enforces access policy rights using Identity management and Industrial 
Deep-Packet-Inspection engines
Detect Anomalies
              The iSID detects deviations from baseline including malwares, policy violations 
and behavioral anomalies 
Expert Response 
Radiflow provides a framework (of Tools, People and Procedures) for MSSPs to provide 
OT monitoring and response services

§ iSID Industrial Threat Detection -
Monitoring industrial networks for 
anomalies

§ iSAP Smart Probe – Pre-processing 
traffic in remote site for a central IDS

§ iSEG Secure Gateway – Network 
segmentation with industrial DPI 
firewall and Access Control

Radiflow Monitoring & Protection portfolio
Patents Approved & 

Pending

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Company Description

Reblaze is a cloud-based, fully managed protective shield for sites and web 
applications: a comprehensive web security solution that includes a next-gen WAF, 
DDoS protection, bot mitigation, scraping prevention, CDN, load balancing, real 
time traffic control, and more. Machine learning provides accurate, adaptive threat 
detection. Dedicated Virtual Private Clouds ensure maximum privacy, performance, 
and protection.

Company Name: Reblaze Technologies LTD.
Founded: 01/12 
Employees: 35
Web: www.reblaze.com
Headquarters: Tel Aviv, Israel

Company Information
Other Offices: Sunnyvale, USA. 
Singapore
Key Target Verticals: eCommerce, 
FinTech, Travel, Media, HealthCare, 
Government

Product Category: Web Security, 
Application Security, Cloud Security, 
Detection & Prevention
Product Stage: Released
Product Names and Brief Description: 

• Reblaze is a cloud-based 
platform that provides a 
comprehensive, dynamic, 
intelligent security and control 
solution for web platforms and 
services.

Services Provided:
• WAF (Web Application Firewall)
• DDoS protection
• Bot mitigation
• CDN & Load balancer
• Traffic management 

03
The Product Customer Footprint

Markets with Customers: +20
Relevant Public Success Stories per Key 
Target Vertical:

• See published case studies here. 

02

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.reblaze.com/
https://www.reblaze.com/resources/#case-studies
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At its core, Reblaze runs a robust Web Application Firewall engine. It detects and blocks 
SQL injection, XSS, OSCi, cookie and session poisoning, malicious payloads, and other 
attacks.

The Reblaze WAF/IPS uses a multivariate approach, including a variety of techniques to 
accurately identify and block malicious traffic. This includes Application Whitelisting, 
Behavioral Analysis, Blacklisting, Fine-grained ACL, and Machine Learning.

Product in detail

WAF (Web Application Firewall)

Multilayer DoS/DDoS Protection

Bot Detection and Mitigation

Reblaze’s DoS/DDoS protection provides multiple benefits: full-scope protection, high 
levels of accuracy and performance, ease of use, and top-tier infrastructure.

Reblaze goes far beyond typical bot detection methods such as browser 
authentication. The platform uses machine learning to construct and maintain 
behavioral profiles of legitimate human visitors. For each user, Reblaze continually 
gathers and analyzes stats such as client-side I/O events, triggered by the user’s 
keyboard, mouse, scroll, touch, zoom, device orientation, movements, and more. 
Continuous multivariate analysis verifies that each user is indeed a legitimate human.

These allow Reblaze to identify and respond to malicious bots and other threats even 
as they become more sophisticated. Updates and upgrades are deployed across the 
network automatically, with no action required on your part. You always have the latest 
protection.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work?
• Reblaze deploys a dedicated VPC for each customer. That is, a dedicated stack 

environment for each protected web platform, deployed immediately and 
automatically, and running across one or more cloud vendors (mainly AWS, GCP 
and Microsoft Azure, although private clouds are supported as well). 

• All incoming traffic is routed through the VPC and scrubbed as it passes through. 
Latency is negligible (generally 1.5 milliseconds or less).  

• Hostile traffic is blocked before it reaches the protected network. Legitimate traffic 
has normal access to the requested resources. 

• Attackers cannot reach, or even find, the targeted web platform.

• Bandwidth, compute, and other resources scale automatically as needed, limited 
only by the capacity of the global cloud. 

• Remote management ensures minimal obligations (of time or expertise) from onsite 
staff.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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How does it work? 

Product Video
Effortless Web Security

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.youtube.com/watch?v=ZKs97sSfrwk
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Key Benefits
• Runs in a unique Virtual Private Cloud: a full dedicated stack for each protected network, 

which eliminates multi-tenancy vulnerabilities.
• Runs natively on your clouds of choice: AWS, Azure, GCP, IBM, Oracle, AliBaba Cloud, and 

more, in any combination and across multiple regions, with a single unified management 
console to control them all from one place. Rules, policies, signatures, ACLs, and intelligence 
are shared across platforms automatically in real time.

• Uses multivariate threat detection: Reblaze excludes hostile traffic with whitelisting, 
blacklisting, fine-grained ACLs, behavioral analysis, and machine learning. The platform 
goes beyond legacy techniques such as signature detection, and also uses JSON & XML 
schema enforcement, content evaluation, field policy enforcement, argument limitations, 
payload inspection, and other methods.

• Runs in multiple regions, while providing a single unified management console to control 
them all from one place. Rules, policies, signatures, ACLs, and intelligence are shared 
across platforms automatically in real time.

• Runs seamlessly as, and auto-scales into, multi-region clusters, able to process even 
global DDoS assaults.

Unique Differentiators
• Reblaze deploys a Virtual Private Cloud for every customer. The platform’s architecture 

ensures that your network is isolated from Internet threats, with auto-scaling bandwidth 
and the ability to run on multiple cloud providers.

• No installation: As a cloud platform, Reblaze deploys in minutes. Only a DNS change is 
required.

• No risk: You can add Reblaze to your existing security in “report only” mode.
• A fully managed service: Reblaze is managed and kept up-to-date remotely by our team 

of security experts. As new web threats are identified, all global Reblaze deployments are 
upgraded immediately and automatically to defend against them. You always have the 
latest protection.

• Guarantee: Try Reblaze for 14 days. If you aren’t delighted with the results, your account 
will be cancelled and you’ll owe nothing.

• Launch directly from the main cloud providers’ marketplace

• API Gateway and integration with cloud protection services
• Tailor made security user recommendations via Reblaze AI
• Notification center and connectivity to user’s hooks
• IAM and user management connection across multiple providers
• Machine learning detection across clients

Future Functionality

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Certifications

Awards

Partners

Reblaze builds its services in accordance with security best practices. Customers can 
be confident that the platform will ensure the confidentiality, integrity, and availability of 
their web assets. Reblaze’s clouds are fully compliant with GDPR, SOC 1/SSAE 16/ISAE 
3402, SOC 2, FISMA Moderate, PCI DSS, ISO 27001, FIPS 140-2, HIPAA, CSA (Cloud 
Security Alliance), and other standards and certifications. Reblaze is a PCI-DSS Certified 
Level 1 Service Provider.

• Included in Forrester’s Bot Management Report in 2018
• Google’s launch partner for Google Cloud Armor at Google Next 18 (not an award, 

rather an achievement, read more here or here. Or see this video by Google 
showcasing Reblaze at Google Next 18)

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://blog.reblaze.com/how-to-use-google-cloud-armor-to-automate-your-web-security-983648054d24
https://blog.reblaze.com/google-launches-ddos-attack-on-own-partner-f1dce73cd2ba
https://www.youtube.com/watch?v=Z-IvJ7THK30&feature=youtu.be&t=693
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01Company Description

Atempo is a leading independent European-based software vendor with an established 
global presence providing solutions to protect, store, move and recover all mission-
critical data sets for thousands of companies worldwide. With this feature set and 
an extensive range of supported storage technologies and applications, Atempo is 
suitable for all centralized or multi-site organizations including those having extreme 
scale data volumes, petabyte and above. 

Company Name: ATEMPO
Founded: 1992
Employees: 160
Web: www.atempo.com
Headquarters: Massy, South of Paris, 
France

02Company Information
Other French offices: La Ciotat,  Lyon, 
Toulouse, Vannes.
Worldwide offices: UK, Germany, USA, 
Singapore, Korea.

03The Product

Miria: A unique solution to back up 
and migrate or synchronize billions 
of unstructured data files between 
heterogeneous storage.

Tina: Enterprise backup and restore 
solution for physical and virtual machines, 
supporting a wide range of operating 
systems and applications.

Lina: Continuous data protection for 
desktops, laptops and file servers, 
offering self-service restore capabilities.

Customer Footprint
Relevant Public Success Stories:

• Public Administration

• Healthcare

• Research & Higher Education

• Industry & Manufacturing

• Media & Entertainment

• Other

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.atempo.com/
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Product in detail: Miria

Miria is a powerful and scalable backup, archive, copy/move, migration and 
synchronization solution for petabyte scale unstructured file-based storages.

How does it work?

Miria for Archiving allows organizations to cost effectively manage the growth of their 
file-based data, particularly for data-intensive industries.  
 
Miria for Archiving is a high-performance file management software for large file-based 
data sets that delivers: 
• Cross-platforms backup and restore capability for large scale-out NAS, parallel file 

systems and file servers 
•  Express post-disaster restart for protected NAS by offering direct use of the backup 

target for read/write use
• File and folders on-going synchronization between heterogeneous storages with 

ACLs and remote sites support
• Automated permanent storage migration between heterogeneous platforms with 

ACLs preservation
• End-User driven or automatic Archiving via simple drag-and-drop 

interface allowing end-users  operations without IT staff assistance 
And much more... 

Rapidly back up data from damage and loss 
and ensure lasting protection all from a 
single centralized platform

Migrate very large data volumes 
and billions and files efficiently 
between heterogeneous storages 
and file systems

Miria engine delivers performance 
and manages petabytes 
of data and billions of small files on 
site and in hybrid environments

Moving data where necessary with 
direct and shared access for 
remote teams while maintaining a 
high level of security

Free up storage on high performing 
primary storages and manage storage 
growth requirements

Miria for Data Moving

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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05Key Benefits: Miria

• Efficient backup and restore for petabyte-scale volumes and billions of files: 

• Fast-scanning large storages for new, modified or deleted files

• Complying with backup windows constraints

• Preserving users rights/groups (ACLs)

• Making migration or synchronization of very large data set of files between 
heterogeneous storage simple and efficient  

Unique Differentiators
• Heterogeneous platform integration that preserves ACLs across storages, operating 

systems and platforms
• User driven or automated workflows
• Fast data movement due to heavy parallelization and leveraging scalable groups of 

data movers

Future Functionality

• SnapStor – New capability to leverage a GPFS storage as a backup target that 
enables direct and immediate restart of production directly from the backup in 
case of disaster – as well as empowering the rebuilding of the storage platform 
once ready to restart

Product Video

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.youtube.com/watch?v=49vNNtsf86o&list=PLebrSAEixt8sgp9D-IYdQt-TiNgMSOBRH
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Product in detail: Tina (Time Navigator)

Built for complex, heterogeneous enterprise environments, Tina offers complete data 
protection, whether you manage a single work group or multiple data centers. Time 
Navigator makes it easy to meet backup windows, to ensure digital security and to 
manage tiers of backup storage, regardless of the platform, application or media.

How does it work?

Tina transforms backup by focusing on what matters in your business: recovery of 
data.  Whatever the platform, restore is always based on three simple concepts:

1-Select data.
2-Choose date & time.
3-Restore.

Restore-centric solution that provides visual access to the file system in real-time 
showing not only files and directories but also deleted files.  The user never needs to 
worry about where the data has been saved. Data is tracked throughout its lifecycle 
and can be restored with just 3-clicks regardless of the complexity of its backup history. 
Tina provides a common interface that displays the files in the same way regardless of 
platform.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Key Benefits: Tina
• Security and compliance: encryption, digital certificates, key management and 

activity trails can be applied to specific sets of protected data.

• Unique restore:   no need to know where the data resides, only the date/time to 
restore back in time.  File restore operations are made easier by providing a unique 
restore interface across a wide support of platforms and infrastructure.  

Unique Differentiators

• Tina - A unique approach to data restoration locates and restores individual files 
from any point in time and from any tier of storage, enabling both IT staff and end 
users to quickly restore lost files.

• Tina is the ONLY solution able to visualize all files, including deleted ones (from 
physical and virtual machines) and restore them with the same 3-click approach 
through a simple interface.

Future Functionality

• Support of VMware vSphere   

• Enhanced security for data encryption

• Fine granular restore of Active Directory   

• Deduplication for all applications and Operating Systems

• Oracle RMAN script configuration wizard

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Product in detail: Lina

Lina provides a standalone, continuous data protection solution with advanced data 
de-duplication for  remote offices, workstations, file servers and laptops.

How does it work?

With more and more critical data being stored on laptops, data protection is essential 
to protect the business. Lina provides continuous data protection for files residing on 
desktops, laptops and file servers, offering self-service restore capabilities.
 
With Lina, administrators just need to roll-out data protection policies across the 
enterprise and end users are empowered to restore data, through a wizard or a web 
browser.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Key Benefits: Lina

• End-users benefit from seamless protection of their data. There is no need to ask 
the administrator for the restore

• Administrators save time by not having to deal with numerous end-user restore 
requests

• Infrastructure managers benefit from reduced storage costs and optimized network 
performances

• Continuous data protection, no need to schedule backups, no risk of exceeding 
backup windows

Unique Differentiators

• Lina offers wizards to restore, but also advanced restore features (Time Navigation, 
cross restore).

• Lina can protect laptops and file servers with millions of files. 
• De-duplication mechanism reduces storage space and network use.

Future Functionality

• Multi-servers Architecture

• Encryption

• Fail over Replication

• Restore Audit Trail

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Certifications & Awards

Label France CyberSecurity identifying French Cybersecurity quality solutions which 
respects the highest level of computer security requirements.

Atempo is also participating actively to the French Government Program, to bring 
assistance to cyberattack victims, through the Cybermalveillance.gouv.fr platform.

“Startup of the Year” winner for the Infosecurity Product Guide Excellence Awards 2018.

Based on our ability to offer innovative, secure, reliable, and scalable data storage and 
backup services to accommodate the growing data storage requirements, Atempo has 
been recognized by CIO Review magazine as the “Top 10 Most Promising Backup 
Solution Providers – 2018”.

AI Global Media Ltd has put the Cyber Security Awards in place to honour companies 
that have gone above and beyond in this highly competitive sector. Atempo has been 
named: “Best for Data Protection & Restore Software - Europe”, as recognition of our 
outstanding performances within the sector.

 SOLUTION PROVIDERS - 2018

10 MOST PROMISING 

BACKUP

Best for Data Protection & Restore Software – Europe

Have Been Named: 

This is to certify that:

CERTIFICATE

Cyber
Security
awards 2019

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Institutional Partners

Atempo has been listed by the CEO Views Magazine as one of the “Top 10 Smartest 
Companies of the Year 2019” in recognition of its outstanding contribution to providing 
the right technology solution to help organizations realize their projects. 

Atempo

 

   

 
  

The CEO VIEWS 2019 list of “ Top 10 Smartest Companies of 
the year 2019”

Disrupting the Industry and driving 
innovation Within!

recognized by                          Magazine as

 
                                

Managing Editor

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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01Company Description

Vade Secure is a global leader in predictive email defense, protecting more than 600 
million inboxes worldwide. Powered by artificial intelligence, our solutions provide best-
in-class protection against the most sophisticated email threats, including phishing, 
spear phishing, malware, and ransomware. 

Company Name: Vade Secure
Founded: 12/08
Employees: 100
Web: www.VadeSecure.com 
Headquarters: Hem, France

02Company Information
Other offices: San Francisco, CA, Boston, 
MA, Vancouver, Canada, Montreal, Canada, 
Paris, France, Hong Kong, China, Tokyo, 
Japan
Key Target Verticals: Financial services, 
insurance, education, government, 
manufacturing, ISPs/telcos

03
The Product
Product Category: 
Primary: Email security
Secondary: Detection & Prevention
+ Phishing Prevention
+ Identity & Fraud
Product Stage: Released
Product Names and Brief Description:

• Vade Secure for Office 365
• Vade Secure Cloud
• Vade Secure Gateway
• IsItPhishing Threat Detection

Customer Footprint
• Markets with Customers:

• US, EU (France, Belgium, UK, 
Germany, Poland), Japan

• Relevant Public Success Stories 
per Key Target Vertical:
• ISPs/telco – BT
• Government – Boys and Girls 

Clubs of Puerto Rico
• MSSP - HTG 360
• ASL Airlines - ASL

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
https://www.vadesecure.com/en/
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/VS_case_study_BT_EN-1.pdf
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/Case%20Study_BGCPR_EN.pdf
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/Case%20Study_BGCPR_EN.pdf
https://www.vadesecure.com/en/htg-360-anti-phishing-office-365/
https://info.vadesecure.com/hubfs/Ressource%20Marketing%20Website/Case%20Study/EN/Case_study-ASL-Airlines_EN.pdf
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Product in detail: Vade Secure for Office 365

Vade Secure for Office 365 is the only email security solution that’s fully integrated 
into Office 365, offering a native user experience and best-in-class filtering accuracy 
powered by artificial intelligence. 

How does it work?

Vade Secure for Office 365 blocks advanced attacks from the first email thanks to 
machine learning that performs real-time behavioral analysis of the email, URLs and 
attachments. 

Real-time, Time-of-Click Anti-Phishing – Scans the URL/page at the time of click, 
following any redirections in order to determine whether the final page is fraudulent. 

Banner-Based Anti-Spear Phishing – Detects spoofing (e.g. exact domain, cousin 
domain, visible alias) and alerts the user by displaying a customizable banner in the 
email.

Behavioral-Based Anti-Malware – Analyzes the origin, content and context of emails 
and attachments to block unknown, polymorphic malware.

Phishing Remediation - Admins can instantly remove any malicious email from users’ 
inboxes, mitigating attacks before they disrupt the business.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/


cyberstartupobservatory.com Cybersecurity Observatory UK 137BACK TO CONTENTS

05
Key Benefits: Vade Secure for Office 365

• Ease of deployment: The solution can be deployed in just a few clicks—no MX record 
changes required.

• Native user experience: Because the solution is fully integrated in the Outlook Web 
or Desktop client, there’s no external quarantine or training required.

• Insider threat protection: In addition to incoming emails, Vade Secure for Office 365 
scans internal messages to protect against insider attacks.

• Complement Office 365 Security – Vade Secure enables you to augment native 
Office 365 security (e.g. EOP), rather than displacing it. 

Unique Differentiators

• Native API integration – Vade Secure for Office 365 is the only solution that’s fully 
integrated into Office 365 using the Microsoft Graph API.

• Artificial intelligence – Vade Secure’s machine learning models are fed by data 
from 600 million inboxes worldwide, thanks to our relationships with ISPs, telcos, 
enterprises, and OEM partners.

• Graymail Management – In addition to blocking threats, we automatically classify 
low-priority messages using existing Office 365 folders. 

Future Functionality
• A feedback loop plug-in for end users to report malicious emails, helping the 

product to learn.
• Ability for admins to designate policies at the user group level.

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Product in detail: IsItPhishing Threat Detection

IsItPhishing Threat Detection is an anti-phishing solution that helps SOCs detect 
targeted phishing attacks, increasing the productivity of their analysts while enhancing 
protection of their organization. A lightweight API that easily integrates your existing 
tools, IsItPhishing Threat Detection delivers a real-time verdict on whether suspicious 
URLs are phishing, reducing the number of manual checks performed by analysts. 

How does it work?

To render a verdict, IsItPhishing Threat Detection leverages two components:

• Real-time Threat Intelligence – IsItPhishing Threat Detection first compares a URL 
against the real-time threat intelligence produced by Vade Secure’s email filter engine, 
which detects more than 10,000 new phishing URLs each day. 

• Real-time Phishing Detection  – To detect unknown, zero-day threats, machine 
learning algorithms perform real-time analysis of more than 40 features of the URL 
and page content, following any redirections to determine whether the final page is 
malicious. 

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Key Benefits
• Increased SOC analyst productivity – Real-time phishing detection significantly 

reduces the number of alerts and false positives processed by analysts. 

• Easy integration with SOC tools – An open API, Name, integrates easily with SIEM/
SOAR tools, allowing you to enhance your organization’s security without disrupting 
your existing architecture. 

• Universal phishing defense – IsItPhishing Threat Detection  allows you to instantly 
detect phishing URLs and trigger automated workflows to block access across your 
entire network (email, messaging, web, etc.)

Unique Differentiators
• Rapid detection of zero-day attacks – Thanks to its predictive approach, IsItPhishing 

Threat Detection detects new phishing attacks from the first wave, allowing you to 
block them before they’ve been clicked. 

• Artificial intelligence – IsItPhishing Threat Detection  uses machine learning models 
fed by data from 600 million inboxes worldwide, thanks to our relationships with 
ISPs, telcos, enterprises, and OEM partners.

• Quality threat intelligence – Our threat intelligence is the most accurate, with only 
active URLs and virtually no overlap with feeds. 

Future Functionality
• Additional pre-built connectors to leading SIEM/SOAR tools

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Certifications

• France Cyber Security

Awards

• 2018 SINET 16 Innovator Award

Partners

https://cyberstartupobservatory.com/
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Company Description
XM Cyber provides the first fully automated APT simulation platform to continuously expose 
attack vectors, above and below the surface, from breach point to any organizational critical 
asset. This continuous loop of automated red teaming is completed by ongoing and prioritized 
actionable remediation of organizations’ security gaps. In effect, HaXM by XM Cyber operates 
as an automated purple team that fluidly combines red team and blue team processes to 
ensure that organizations are always one step ahead of the attack.

Already deployed at customers in North America and EMEA, including leading financial 
institutions and critical infrastructure organizations, HaXM has uncovered hidden attack 
vectors within networks in very short timeframes and demonstrated how hackers are able to 
compromise critical assets, despite the modern security controls and processes in place.

XM Cyber was founded by top executives from the Israeli cyber intelligence community and 
employs an elite team of cyber offense and defense veterans with decades of real-world 
experience. The company has offices in the US, UK, Israel and in Australia.

Company Name: XM Cyber
Founded: 04/2016
Employees: 40
Web: xmcyber.com
Headquarters: Herzliya, Israel

Company Information
Other offices: New York, USA,  London, UK 
and Sydney, Australia
Key Target Verticals: Financial, Healthcare, 
Retail, e-Commerce, Critical Infrastructure, 
Manufacturing, High Tech, Telecom, etc. 

Product Category: Breach & Attack 
Simulation, Cyber Posture, Cyber Risk
Product Stage: Released
Product Names and Brief Description: 
HaXM
HaXM by XM Cyber is the first APT 
simulation platform to simulate, validate 
and remediate every hacker’s path to your 
critical assets 24×7. 

03
The Product Customer Footprint

Markets with Customers: North America, 
Europe, Israel, Australia
Relevant Public Success Stories per Key 
Target Vertical:

• Financial Services
• Healthcare
• Retail
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & Intelligence Agencies

02
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04Product in detail
HaXM by XM Cyber provides the only hyper-realistic APT automated and continuous 
simulation platform which addresses real user behavior, poor IT hygiene and security 
exploits.

The platform exposes continuously attack vectors, above and below the surface, and 
delivers prioritized actionable. As such, HaXM provides the first fully automated purple 
team by automating red and blue teams’ activities.

HaXM by XM Cyber provides:

• Comprehensive and up-to-date attack scenarios using the latest hackers’ techniques 
and methods

• Full mapping of all attack paths at any given time
• Automatic adaptation to the context of the organization, leveraging misconfigurations, 

user activity, credentials and security vulnerabilities in the network 
• Automated remedial reports based on the attack vector’s criticality
• Flexible architecture: on-prem or cloud-based

Customers benefit from:

• A comprehensive mapping of all attack vectors from breach point to critical assets
• Significant reduction of IT hygiene risk
• A focus and optimization of cybersecurity resources
• The capability to make data-driven decisions 

https://cyberstartupobservatory.com/
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05How does it work?
HaXM by XM Cyber works in 3 easy steps:
1. Select target assets

You first have to define the organizational assets. These will be the goals for the attack 
simulations. There are several types of assets which can be defined as the ones that 
are crucial to your business: devices, data and networks and the platform can help 
identifying the critical assets.

2. Activate on-going and simultaneous attack scenarios
Once the target assets have been defined, the system automatically runs APT 
simulations. Attack scenarios are safely activated simultaneously and continuously 
within the production environment, exposing attack vectors and compromised assets.

3. Get automated prioritized actionable remediation
Finally, the system generates an automated report containing information on the key 
findings and prioritized actionable remediation. This empowers the security team to 
focus on the most important issues.

https://cyberstartupobservatory.com/
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06Key Benefits
By continuously challenging the organizational network with HaXM by XM Cyber, 
organizations gain clear visibility of the cyber risks, and an efficient, data-driven 
actionable remediation plan aimed at the most burning issues to fix.

• The organization knows, at any given moment, the attack vectors to its target assets 
and gets a prioritized actionable remediation plan

• The organization reduces significantly the risks associated with IT hygiene

• The organization can focus and optimize its cyber resources by knowing the fixes 
that have a huge impact on the overall risks

• Through reports and dashboards, the organization can act on data-driven information

07
Unique Differentiators

XM Cyber’s APT simulation & remediation platform addresses the crucial question “are 
my crown jewels really secure?” as hackers are able to compromise critical assets, 
despite the modern security controls and processes in place.

Why XM Cyber is unique:
• Unique approach: XM Cyber  brings a new approach to cybersecurity by taking the 

point of view of APT hackers targeting organizations’ assets, capitalizing  on human 
errors such as misconfigurations, shadow IT and faulty security practices, taking 
advantage of poor IT hygiene and security vulnerabilities. 

• Unique Technology: XM Cyber’s patented technology (over 15 patents) features 
proprietary algorithms that account for the most up-to-date hacking techniques, 
endless customer specific scenarios and the human factor to perform advanced 
APT on the attack path to organizations’ critical assets.

• Unique team: XM Cyber was founded by the highest caliber of security executives 
from the elite Israel intelligence community. Together they bring a second-to-none 
proven track record in offensive and defensive cyber space.

https://cyberstartupobservatory.com/
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08Awards

World Economic Forum – Technology Pioneer 2018 

“Rookie Security Company of the Year” winner for the 
SC Magazine US Awards 2018 

“Overall APT Solution Provider” winner – Cybersecurity 
Breakthrough Award 2018

“Startup of the Year” winner for the Infosecurity Product 
Guidelines Excellence Awards 2019

“NextGen Infosec Startup of the Year” winner for the 
Cyber Defense Magazine Infosec Awards 2019

“Information Security Software” winner – Best Globee 
Awards 2018

Red Herring Top 100 America Winner 

“APT Simulation and Remediation Platform” Frost & 
Sullivan Technology Innovation Award
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Company Description

Pcysys delivers an automated penetration-testing platform that assesses and 
reduces corporate cybersecurity risk. By applying the hacker’s perspective, its software 
identifies, analyzes and prioritizes remediation of cyber defense vulnerabilities. 
Information security officers and service providers around the world use Pcysys to 
perform continuous, machine-based penetration tests that consistently improve their 
immunity against cyber attacks across their organizational networks. 

Company: Pcysys
Established: 11/15
Employees: 25
Web: www.pcysys.com
Headquarters: Israel

02Company Information

Other Offices: New York,  Canada, UK
Primary Industry Sectors: Financial 
Services, Telecom, Retail, Healthcare, 
Government, Higher Education, Legal, 
e-Commerce, Manufacturing

The Product
Product Category: Automated Penetration Testing Tools
Product Stage: Released                                                                                                                                         
Product Name: PenTeraTM 
Brief Description:
Penetration Testing, as it is known today, is obsolete. Software and algorithms can do a better job at 
penetration testing and helping businesses continually assess and improve their cyber risks using 
an automated, threat-oriented approach.
Pcysys’ flagship product, PenTera, eliminates the need to conduct costly manual penetration testing 
by delivering the power of 1,000 ethical hackers in a software platform. With a click of a button PenTera 
identifies vulnerabilities, conducts ethical hacking to exploit them and prioritizes remediation based 
on the actual achievements. By using PenTera, organizations can continuously build-up their cyber 
resilience while focusing remediation efforts on fewer vulnerabilities that are both exploitable as well 
as damage bearing.  

 Services Provided: Automated Penetration Testing

03
The Product
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Product in detail: PenTera
Focused on the inside threat, the PenTera automated penetration-testing platform 
changes the rules of the game by enabling continuous pen-testing. The innovative 
hacking program automatically scans and enumerates an organization’s network and 
applies the latest ethical hacking techniques. Upon conclusion of the test, PenTera 
automatically generates an attack summary that illustrates the “attack story” from 
the hacker’s perspective, recommending the most cost-effective security remediation. 
Overcoming manual penetration testing drawback, PenTera offers continuous, 
consistent and network-comprehensive pen-testing that can be performed by every 
cybersecurity team.  

How does it work?

PenTera  works the same way a hacker would.
Stage 1 - Reconnaissance

The software begins with reconnaissance of the network attached assets and enumeration of 
their systems, applications and interfaces. This stage is immediately followed by a full vulnerability 
scan that identifies the vulnerabilities which exist on each device.

Stage 2 - Ethical Hacking
The PenTera attack orchestrator begins exploiting both static and dynamic network vulnerabilities 
that were found, while continuously gathering more information and applying hacking techniques 
such as Relay or Man-in-the-Middle (MitM). The software further advances in attack by injecting 
ethical-Malware to allow for lateral movement across the organization towards privilege escalation 
and the breach goal. 

Relay

Network 
Recon

Cracking
Passwords

Sniffing 
credentials

Ethical 
Exploit

Lateral
Move

Vulnerability 
Assessment

Privilege 
escalation

Malware 
injection

Stage 3 - Reporting and Cleanup 
At the end of each test run, PenTera provides 
a digital summary of the critical remediation 
steps needed based on threat-facing 
priorities relevant to the organization’s 
network and critical assets. The complete 
report includes an executive summary, an 
attack vector and detailed steps for the use 
of the cybersecurity analyst teams.

https://cyberstartupobservatory.com/
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05
Key Benefits

• Continuous Protection - a company can maintain the highest resilience posture 
by performing penetration tests as frequently as needed - daily, weekly or monthly. 
PenTera allows you to validate your cybersecurity posture as often as you need, 
keeping your guard up at all times.

• Consistent Validation - hold all of your networks to the same high standard. PenTera 
tests your entire infrastructure with a wide array of hacking techniques ensuring that 
you remain resilient regardless of how the hacker is trying to break in.

• Current Defense - keep up with the latest hacking techniques. Hackers are constantly 
evolving their techniques. PenTera ensures that you match and evolve the depth of 
“off the book” pen-testing techniques. 

06
Unique Differentiators

• Agentless - Zero agent installations or network configurations. PenTera starts with 
physical LAN access without any credentials, just as a hacker would. 

• Automated - Press ‘Play’ and get busy doing other things while the penetration 
test progresses. All you need to do is define a range of IPs and select the type of 
test you want to perform. 

• Complete Attack Vector Visibility - Every step in the attack vector is presented and 
reported in detail to explain the attack “kill chain” and select the minimal amount of 
vulnerabilities to stop the attack.

• Real Exploits, No Simulations - Like a hacker, we perform ethical exploitations 
without disruption of service:  e.g. lateral movement, remote execution, relay 
attacks, password cracking, ethical malware injection and privilege escalation.

https://cyberstartupobservatory.com/
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01Company Description

For nearly 13 years, Abicem’s consultants have been dedicated to delivering state-
of-the-art information security solutions and consulting services within the financial 
services, telecom, aviation, chemical and automotive industries. Our mission is to help 
organisations of all sizes protect their infrastructure and applications, secure their 
data, reduce risks and gain a competitive edge.

Company Name: Abicem
Founded: 08/2006
Employees: 6
Web: www.abicem.co.uk 
Headquarters: London, UK

02Company Information
Other Offices: Algier, Algeria

03
The Product

Product Category: Identity & Access 
Management, Identity & Fraud, Insider Threats  
Product Stage: Released V1.0
Product Names and Brief Description:

• Amina Identity Governance
• Amina Access Manager

Services Provided: 
• Identity-as-a-service, Identity and Access, 

Process automation, Least Privileged, 
Separation-of-duties (SOD), Access 
recertification

• Access Control, Single-Sign-On (SSO), Multi-
Factor (MFA)

• Real-time event correlation & fraud detection

Customer Footprint

Key Target Vertical: 
• Financial Services
• Healthcare
• Critical Infrastructures
• Education
• Manufacturing
• Law Enforcement & 

Intelligence Agencies
• Other

https://cyberstartupobservatory.com/
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04

How does it work?

• Amina Identity and Access eliminate the complexities and time-consuming 
processes often required to govern identities and manage control access.

• Our Identity-as-a-service (IDaaS) platform enables organisations of all sizes to 
centrally and efficiently govern the life cycles of all their identities on-premises, 
in the cloud or in hybrid environments. With Amina Identity Governance, 
organisations can achieve efficiency and strengthen security controls with 
identity and access process automation, least privileged principle, separation-
of-duties (SOD) and access recertification.

• Amina Access Manager, simplify and secure access to all resources on-
premises and in the cloud. Reduce complexity, improve productivity and 
enhance user experience with fast, seamless Single-Sign-On (SSO).Strengthen 
security and reduce risk with Multi-Factor (MFA) authentication and real-time 
event correlation and potential fraud detection.

Product in detail

Our Identity and Access platform provides secure access for customers, employees and 
partners for on-premises and cloud environments. We help prevent security breaches, 
efficiently govern identities life cycles, simplify and secure access to all applications 
and infrastructure.

https://cyberstartupobservatory.com/
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01Company Description

OSI provides  security analytics and risk management services to identify, analyze, 
predict and prevent highly sophisticated security threats in real time. Obrela Security 
Industries collects and analyzes structured and unstructured data generating valuable 
intelligence for new, emerging and advanced security threats giving its clients a unique 
advantage in predictability, preparation and response. 

Company Name: Obrela Security 
Industries Ltd.
Founded: 06/2011
Employees: 48
Web: obrela.com 
Headquarters: London, UK

02Company Information
Other Offices: Athens, Dubai
Key Target Verticals: Telecom, Banking 
& Finance, Critical Infrastructure, Health, 
Retail, Software 

03
The Product

Product Names and Brief Description:
• OBRELA addresses an emerging demand 

and offers an “Umbrella” of turnkey risk 
and threat management services that help 
our clients enhance and orchestrate their 
security operations with real time visibility 
that significantly reduce the mean time to 
detect and respond to cyberattacks.

Services Provided: 
• Threat Management

• MDR
• Threat Prevention

• Exposure Management
• Managed Testing
• Remediation Management

• Risk Management
• Managed Program
• Managed Compliance

Customer Footprint

Markets with Customers: 
• Telecom
• Banking & Finance 
• Critical Infrastructure
• Health
• Retail
• Software
• Shipping 
• Food & Beverage
• Government

https://cyberstartupobservatory.com/
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How does it work?

• Orchestration & Automation. Reduce overheads, improve operational security 
and rationalize security investments.

• Real Time Risk Management. Integrate real time intelligence from external and 
internal sources and feed algorithms with real time data. 

• SLA driven. Continuous uninterrupted monitoring (24/7/365), 15’ Emergency 
response on Security Incidents, User specific content development and Ongoing 
Blue team support.

• Zero Technology footprint.
• Centralization. Leveraging SWORDFISH platform’s functionality as the Single 

Security Gateway for Operational Security. One through which everyone and 
everything can be managed, measured and monitored. 

• Visibility. SWORDFISH integrates people, process and technology and delivers 
3D (three dimension) security as the substance of next generation Cyber Security. 

Product in detail
Our Threat Detection and Response service includes machine learning tools and 
techniques to analyze user behavior, vulnerability and intrusion data from multiple 
sources while integrating the analysis results to the real-time event correlation 
framework. Our service is engineered to be vendor independent, practically capable to 
detect security events from any product, system, application, network device available 
in the market today.

https://cyberstartupobservatory.com/
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01The Product

What is the @CSOFinder?

The  @CSOFinder is a global search engine for cybersecurity practitioners.

On the one hand, it endeavors to help CISOs, cybersecurity consultants, 
technology managers, purchase and innovation departments and other key 
stakeholders to identify the right cybersecurity solutions that address their 
specific needs.

On the other hand, the @CSOFinder provides cybersecurity companies 
unparalleled exposure to our global audience of over 500k  industry 
practitioners engaging with the Observatory on a yearly basis.

    CSOFinder@SO

02How does it work?

The process is very simple:

a) Cybersecurity Practitioners  just need to go to the search engine by 
clicking the link below and start the search. For those companies that have 
already completed the profile, it will be displayed, including:

• Company description,
• Product definition and 
• How do they work?
• Key features, unique differentiators and future functionality

b) Cybersecurity Companies just need to Sign Up and complete the 
company profile. This is a free process for companies <2 years old.

    CSOFinder@SO

Sign Up 
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03Look & Feel

What is the @CSOFinder?

1.-Searching companies:

    CSOFinder@SO

2.-Displaying Results:
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03Look & Feel

What is the @CSOFinder?

3.-Visting the Company Profile:

    CSOFinder@SO

Product description, features, 
differentiators, future 
functionality...

Product Infographics, How Does 
it Work? and other additional 
information to enable the 
reader to understand the value 
proposition.

Additional information included 
on the Observatory website: 
videos, articles, infographics...

https://cyberstartupobservatory.com/
https://cyberstartupobservatory.com/
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Find Cybersecurity Companies

Sign Up

Sign Up 
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Feedback and suggestions

Your feedback is extremely important to us and we value and appreciate 
receiving your suggestions or comments to help us improve our content, 
services and the way we communicate.

We appreciate receiving compliments

If you are satisfied with the Cyber Startup Observatory, please let us 
know. It helps us to know that we are delivering our services effectively and 
provides us with an opportunity to recognize our team’s valuable effort.

Suggestions on cybersecurity topics, news, solutions and innovations 
are a valuable input

We strive to cover relevant topics, provide valuable resources and to 
shed some light on important issues. The team welcomes your contribution 
as a way to widen our vision, the quality of the content and the depth of our 
knowledge.

You can contact us at: 

info@cyberstartupobservatory.com
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