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INTRODUCTION
The role of the CISO has been elevated with an influx of high-profile 
data breaches and an increased consciousness over the protection 
of data but how much do we truly understand the role of the Chief 
Information Security Officer and how seriously do smaller companies 
take their Cyber Security?

The introduction of GDPR, the spree of resignations from high-profile 
CEOs and the trillions of pounds lost to the British economy has 
created an amplified awareness for online security but while many 
have turned to outsourcing as a responsive measure, the majority of 
companies are failing to act defensively by neglecting their internal 
workforce and the detrimental impact they can have on business.

As it is claimed that in the region of 80% of data breaches come from 
inside of the workforce, we question if it’s time to place a greater focus 
on the Insider Threat and focus on prevention rather than cure.

In this white paper we present the importance of security education 
and explore the roles Human Resources and Security teams can play 
in counteracting the human-element of data breaches. We interview 
exceptional security professionals from across the UK who have 
ventured into the Cyber world from completely different career paths 
and discuss what the future holds for both CISOs and their workforce.

Stanton House is a Professional Services and Technology recruitment consultancy 
operating across the UK and Asia-Pacific. We established our Cyber Security offering in 
2018 with the aim of helping our network protect their online and internal brand and 
hope this white paper cements the importance of Cyber Security or inspires others to 
follow suit. 
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THE ACCIDENTAL CISO
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FOLLOWING THE DREAM
From as young as I can remember I wanted to join the Police force and 
my mum refused to support me, insisting I get myself a decent education 
first and advised that if I still wanted to join the police then I would have 
a career to fall back on. I studied History, Law and Politics at A-Level and 
scored an A in Law, so naturally, I decided to study for a Law degree at 
university which I thoroughly enjoyed.

Following University, I was still set on joining the Police and whilst I did 
some temping work at a few law firms, the thought of being chained to 
a desk for 12-hours a day just cemented the fact that I wanted to have 
a career that was diverse, challenging and kept any boredom securely at 
bay. Within a year of graduation, I joined the Metropolitan Police.

I completed 16 months in uniformed roles during my probation but knew 
very quickly that my future would lie in the Detective ranks. You couldn’t 
apply to be a detective until you had two years service under your belt 
and even then, it was unusual. I managed to get an investigative role as 
a PC (Police Constable) and with 16 months service and the minute I had 
2 years’ service I applied to be a Trainee Detective. At the time I was the 
youngest to get through the process and then worked my way around 
the various departments. I was then promoted to Detective Sergeant 
where I remained for five years before being promoted to Detective 
Inspector, focusing in on tasking and intelligence by default really for the 
first few years at this rank.

PEAKING INTERESTS
My career path has always taken a turn where other people have 
identified my abilities before I did. My initial role as a Detective 
Inspector taught me great deal about budgets, the flexing of assets 
and a lot more about intelligence being Intelligence Manager centrally 
for the Met. These were never roles I actively applied for but roles that 
were suggested to me; my next role was running the National Mobile 
Phone Crime Unit. I hadn’t applied but I was asked to join and I loved it. 
I was really interested by this, not from a technical background but from 
the Cyber Security Aspect. Much of our work in Serious & Organised 

LOUISE SHEA
Head of Cyber Operations and Intelligence 
(ATN-I) at Jacobs

Louise Shea is the Head of Cyber 
Operations and Intelligence 
for Aerospace, Technology and 
Nuclear International (ATN-I) at 
Jacobs. Having spent more than 
two decades in the Metropolitan 
Police, 18 years of which as a 
Detective, working her way up 
to Head of the Met Cyber Crime 
Unit, Louise transitioned from 
reactive to proactive security, 
moving into Industry to help 
organisations combat crime 
before it happens.

PREVENTION IS BETTER  
THAN THE CURE

http://www.linkedin.com/in/louise-shea-llb-hons-cism-5545a3b1/
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Crime and related Phone Activity was tackling national and international 
organised crime groups who were fraudulently dealing/stealing mobile 
phones, exporting them around the world and laundering the proceeds, 
especially Apple devices. I got involved in SIM swap - a form of identity 
theft using mobile phones – and conducted significant partnership work 
with Industry and the Home Office as a result, in efforts to stem the tide 
of mobile phone criminality. This is when my interests in cyber-crime 
really started peaking. 

CATCHING THE CYBER BUG
The Met was restructuring due to austerity and the National Mobile 
Phone Crime Unit was being examined as a potential merge with the Met 
Cyber Crime Unit, given the ever increasing cross-overs in our work. I 
received a call from a senior officer to say come and run the Cyber Unit. 
Off I went and within three months I hugely caught the Cyber bug and 
never looked back.

Within a short period of time I wondered why I didn’t make the move 
years ago as it was a fascinating and exciting area of serious crime to 
work in. I adapted my skills as an SIO (Senior Investigating Officer) to 
Cyber and quickly identified a career development path to upskill me 
in all facets of Cyber.  A short while later the Home Office funded a 
pilot project called the Cyber Digital Careers Pathway and I was asked 
to apply. The scheme provides a national professional accreditation via 
IISP (at a range of levels) for varying areas of cyber investigation, from 
forensics through to intelligence. I was advised to apply for the highest 
grade as a Cyber Strategist and after a gruelling interview process and 
submission of a range of evidence over several months I was successful. 
I now assist the programme and continue to assess and interview 
other candidates across the UK from all areas of the public sector. The 
programme is now pushing into private industry which is hugely exciting. 
Within 18 months of joining the Met 

Cyber Crime Unit I was promoted to Detective Chief Inspector and 
quickly set about creating a dedicated Dark Web Unit and related 
capability. I worked extensively with a range of UK and foreign agencies 
to ensure the best possible outcomes were achieved against high tier 
Cyber criminals around the globe. Collaboration is key in the fight against 
cyber-crime as it respects no boundaries.  

The average cost 
of a Cyber attack 
on a business has 
gone up by more 
than £1,000 since 
2018 to 

£4,180
Department for Digital, Culture,  
Media and Sport - Gov.uk
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CHANGING ROLES
My role within Jacobs is Head of Cyber Ops & 
Intelligence within Aerospace, Technology and 
Nuclear International (ATN-I). The role has provided 
me with new and exciting challenges but it’s a huge 
difference to what I was doing before. I’m thoroughly 
enjoying applying the skills and experience from two 
decades of policing to Jacobs. 

I have gone from heading up significant operations 
targeting high tier cyber-crime criminals (nationally 
and internationally) impacting London and beyond, 
to now providing a life cycle of Cyber Security to 
a wide variety of businesses. Although it has been 
a significant change, the two go hand in hand. The 
Met take the ‘Four P’ approach to cyber-crime: 
Pursue, Prevent, Protect, Prepare - the four distinct 
strategies that law enforcement refer to. Every time 
we launched an investigation I would assess it from 
not just a Pursue angle, but a Four P angle to set the 

strategy and related tactics across the ‘4P’ spectrum. 
A similar analogy can be adopted in private Industry 
in ensuring businesses are in the strongest possible 
position against Cyber threats in an ever-changing 
threat landscape. I love working in Cyber and would 
strongly encourage it as an exciting and challenging 
career path. 
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Change doesn’t 
stem and live 

within technology, 
it comes from the 

human mind
Bridget Kenyon 
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FINDING CYBER
When I first started my career, there wasn’t massive visibility of the 
concept of Cyber Security, especially when I was at university and at 
school. At school, we had only just downloaded the very first version of 
Windows, so it wasn’t on our radar at all! I was mainly thinking about 
physics; at university I nearly did a PhD in it, but I hated statistics, so 
fell into an engineering role. I got bored and after a while got a role in 
the Network Vulnerabilities Team at DERA in Malvern. I didn’t really 
know what it was when I applied but thought it looked interesting and 
luckily they were looking for someone at apprentice level. I got the job 
and found it fascinating; the role of the CISO didn’t exist yet, but I knew 
I liked the idea of Information Security and hacking, which was quite 
creative. I desperately needed more hands-on technical experience, so I 
left DERA and got a job as a network administrator, and then IT manager 
and then the next role was Head of Security, equivalent to CISO. I was 
the first person in post, which seems to happen quite a lot to me.

Over this period, I realised I liked the strategy and people side of 
security as much as the technical. Change doesn’t stem and live within 
technology, it comes from the human mind, you have to move the 
organisational culture in a new direction to make any real advances. Risk, 
strategy, management and communication - I wandered in that direction, 
and it was at this point the CISO role came officially into existence (the 
term ‘CISO’ turned up around 2001, to the best of my knowledge).

SECURITY IN EDUCATION
What you find in universities is that the operational aspect is often 
surprisingly divorced from the educational, the IT department has very 
little; if anything, to do with the academic departments that research 
and teach these subjects. You can, however, start bridging the gap and 
having those conversations. IT departments in organisations other 
sectors tend to work in the same way as the centrally run IT departments 
of academia but you do encounter a different cultural aspect in 
academia, in that IT management is very large and very federated, and 
so most decisions are communal ones which are taken across multiple 
small IT support teams in academic departments, as well as by centrally 

BRIDGET KENYON 
Global CISO 
Thales eSecurity

Bridget Kenyon is the Global 
CISO at Thales eSecurity. Having 
worked at five universities, as 
well as in a variety of sectors 
including finance and consulting, 
she discusses the difference 
between security in education 
and security in business. 
Having started her career in an 
engineering role, Bridget soon 
made it into the IT sphere and 
then information security, and 
arguably became a CISO before 
the term was born in the first few 
years of the 21st century. Bridget 
is interested in the security of all 
types of systems and the human 
aspects of system vulnerability, 
and stresses that IT should be 
a peer of Cyber/Information 
security, not its superior. 

SECURITY IN EDUCATION  
VS. SECURITY IN INDUSTRY

http://www.linkedin.com/in/bridgetkenyon/
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It’s not about 
venerating 
stereotype-
busting people, 
it’s about finding 
the ordinary

managed IT. In that sort of world, you have to really engage with people 
and change your vision to meet their needs. On the positive side, you get 
a very honest view of how/if something is working. People aren’t afraid 
to tell you “no, that’s rubbish” and are willing to help you to reach a level 
of “good” you are both happy with.

SECURITY IN BUSINESS
One of the hardest challenges for anyone in a large corporation is 
communication. This is even harder when it comes to enabling cultural 
change. I have created an online course for my current organisation 
which covers the basics of Information Security. It has been issued to all 
staff at Thales and is mandatory which normalises the idea that everyone 
needs to have a common understanding of security. It is actively 
endorsed by the CEO as well as top management.

In parallel with this, I have also created a group called the Information 
Security Champions (ISC); there is one Champion representing each 
function (e.g. Engineering, Finance and HR) at each main site, these 
people are part of the operational organisation and have been trained 
in security on top of their day jobs, with a formal two directional route 
to communicate with other operational roles within the workforce who 
will be affected by change. They act as local expert advice for their 
teams. I feed them proposed strategies/directions of travel, and they 
then hold discussions amongst their teams and function and feed-back 
practicalities, pain points and ideas. 

The most important skill you learn at this stage in the culture change 
process is marketing: listening to what the workforce have to say and 
letting them know why certain policies are important, how security 
policies are facilitating their activities, and how their feedback is 
changing implementations and strategy to make it more effective and 
user friendly.

With regard to the Champions, it’s important to remember that you are 
taking people away from their day jobs; you need to get authorisation at 
the appropriate level to achieve any traction. The hardest thing is getting 
a foot in the door with the execs. I started using examples of problems in 
briefings, people then want you to produce a solution. You can’t present 
disaster without a plan to fix it! The creation of the ISCs is part of the 
solution - if you want people to be able to operate securely, you need 

Bridget Kenyon
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to make sure that the changes you are making are 
understood by the people they apply to, are going to 
enable the business and will have the impact you want 
them to have.

BEING A FEMALE CYBER LEADER
I often get asked how I feel about being a woman 
in Cyber. I think it’s an interesting question, largely 
because solutions to the problem of the under-
representation of women in the field often propose 
drawing a circle around people making a big deal 
about their gender and then trying to attract them. Am 
I a “woman in Cyber”? Or am I a Cyber/Information 
Security expert who happens to be female? Is it so 
hard to imagine that a woman could be a respected 
expert in this field, regardless of the additional 
attention that we get for being female? The “X in 
Cyber” label can make people (in this case women) 
feel really conspicuous: what if we got into the field to 
do Information Security, not to be picked on for our 
gender? To extend the argument further, what about 
non-binary genders?

For me, the only thing that I have seen that really 
works is using ordinary people as examples. We are 
currently doing the opposite, we tell the stories of 
these incredible people who have prevailed against 
adversity. Sometimes you don’t need a marvellous 
role model, you need an ordinary person to relate to. 
They don’t have to be amazing, because this seems 
unachievable and unrealistic and it is! Out of the 
thousands of real people who aim to be a leader in 
Cyber Security, only a few will obtain that role (as there 

are a limited number of roles) but there are other very 
interesting information security roles out there. We 
have a few stories about the amazing ground-breaking 
women and other minorities, yes, fair enough; but 
we should have more stories about the fun things 
that ordinary people are doing and show people from 
under-represented groups as a part of these ordinary 
people. Focus on things you can get to without ten 
years of experience in security and make it attainable. 

We’re talking about culture change. Not seeing a 
woman driving that bus or flying that plane, we 
should be seeing a bus driver or a pilot. It’s not about 
venerating stereotype-busting people, it’s about 
finding the ordinary.

And a final point: when you write any document, 
take the trouble to show people from a wide range of 
groups in your diagrams, photos and slides. Nothing is 
more depressing than being in a work meeting where 
the presentation is showing yet more little icons of 
white men at computers... it’s like the world is being 
redrafted to miss us out.

BECOMING A LEADER
Get experience, legally (hacking companies isn’t a 
good idea!) Volunteer with charities. Set up labs at 
home, if you’re interested in the technical side. The 
more experience you get, the more understanding 
you have and the better position you are in at the 
point of interview. For the senior roles, you need 
to be inquisitive, curious and a good marketer. You 
need to understand how people think and need that 
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IT should be 
the peer of 

Information and 
Cyber Security, 
not its superior

Bridget Kenyon
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hybrid background of IT, technology and soft skills. 
It’s a skillset missing from this entire environment at 
the moment in Cyber, the sales and politics sides are 
missing. 

I think I would have taken a software engineering 
degree had I known about the importance of a good 
grounding in IT, as it would have got me over this initial 
hurdle. Instead, I ended up taking jobs over three or 
four years to bring me up to speed to enable me to 
provide those informed discussions. But I could have 
also taken a degree in marketing or business studies 
to be at the forefront of these aspects. There is a big 
gap in many CISOs minds about understanding the 
business. I’ve now got my eye on an MBA - how do 
you have a meaningful discussion with the Financial 
Director about financial risk without that level of 
understanding?

‘IT’ AS A PEER NOT A SUPERIOR 
A CISO should aspire to become Head of 
Information Risk and Compliance. It’s not all about IT. 
Unfortunately, as soon as the word “Cyber” became 
trendy, the pernicious assumption followed that IT 
should and could handle all aspects of Cyber. This 
trivialises the non-IT aspects of security - information 
does not become irrelevant simply because you have 
printed it out! A person who knows our acquisition 
plans isn’t an IT issue, but could be an Information 
Security issue, for example.

Another aspect of this assumption which is troubling 
is that the CIO’s performance is primarily measured 

upon system uptime and delivery of new features. 
Confidentiality; and for that matter integrity, is not as 
highly featured in their playbook, so, if Information 
Security is reporting to them, they cannot prioritise it. 
Therefore, if the CISO is reporting into the CIO, you 
have an inherent conflict of interests. IT should be the 
peer of Information and Cyber Security, not its superior.

A CISO, as mentioned above, really needs good 
business acumen: the ability to engage with the 
business and shape it, along with an instinctive 
understanding of the technical aspects of risk. This is, 
as previously mentioned, a hybrid skillset which is hard 
to find. So hard in fact that I predict that in the future 
it will subdivide – compliance and governance, vs. the 
technological side of things. Maybe even three roles: 
the BISO. Business Information Security Officer, the 
CISO for technology and compliance, and the SISO for 
strategy – all fitting together under risk as a whole. 

A HOPE FOR OUR TOMORROWS
I don’t know how Information Security will progress 
into the future, but it is fun to speculate. Much of the 
rapid change we are seeing is a side-effect of advances 
in technology and changes in how we use and relate to 
information (e.g. privacy). It’s the same for the CIO role, 
which is also constantly in flux as we move into an ever 
more automated and machine-assisted future. 

If I had to sum up my aspirations for Information 
Security, I would hope that “Should we?” and “Shall 
we?” will become as important as “Can we?”
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A NATURAL PATH
I see my progression into Cyber Security as natural rather than 
accidental. I’m a security generalist and haven’t done anything but 
security in my adult life. I joined the Royal Air Force when I was 18 
because I liked aircraft and wanted to be a pilot. I hadn’t thought of 
doing anything else since I was seven until I ended up with a navigation 
scholarship aged 16.  Unfortunately, the RAF decided that  my eyesight 
wasn’t up to scratch for me to fly. This forced a deviation from my dream 
and I then went to university as study electronic systems engineering 
but my heart wasn’t in it. What it did do however was give me the time 
to find something that I really wanted to do and that led me to join the 
RAF Police as a Provost Officer. I subsequently spent much of my service 
on security duties until 2001 when I made a deliberate decision to get 
into computer network defence and information assurance – of course, 
we didn’t call it Cyber in those days. 

So, in 2002, I joined the Ministry of Defence’s stand-up CERT team as 
the Intelligence lead, working with Other Government Departments 
and Allies in the then new world of response to computer incidents. 
Having started in physical security, looking after nuclear weapons and 
so on, I worked my way up through Security on Operations at home and 
overseas into Information Security. That’s what drew me towards Cyber 
– old principles applied to a new domain. 

REACHING THE BOARD FOR THE FIRST TIME
My role at Babcock was as CISO; in fact, I was the first Group CISO at 
Babcock. I was initially only responsible for Cyber-related matters but 
subsequently picked up the broader security coordination task across 
the Group as we made progress with our Cyber improvement. I relished 
it. It was a significant career step as it was the first time that I was at 
the pinnacle of security capability; I wasn’t reporting to a higher level 
in another company - this was my first UK-based outfit and part of the 
attraction to me was that it put me into direct contact with the Board 
for the first time. I had to up my game – I’m not saying that I got it right 
straight away but after some years in the game, you know how to hone 
your craft and apply good practice. It was genuinely a new role, it wasn’t 

ALAN JENKINS
Head of Advisory Services  
2|SEC Consulting

Alan Jenkins is the Head of 
Advisory Services at 2|SEC 
Consulting. He has some 30 years 
of experience across all aspects 
of security, particularly Cyber 
and Enterprise Security Risk 
Management. Alan started his 
career in the Royal Air Force and 
has subsequently held multiple 
Cyber Security roles, including 
as the first CISO for Babcock 
International Group in 2013. He 
has also worked for organisations 
including IBM Security, Atos 
Consulting, CSC and T-Systems.

FLYING DOCTORS: OLD 
PRINCIPLES, NEW DOMAIN

http://www.linkedin.com/in/alanjenkins/
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head of IT Security, it was a CISO role and that’s something Babcock did 
right. 

A PROTECTIVE MINDSET
While I progressed through the different facets of security, for me, the 
mindset remained on protection. However my nature and environment 
fashioned me, protecting an enterprise, it’s people and assets. That’s 
what has always appealed to me.

I would say over the three decades I have been working within the 
space, the industry hasn’t progressed enough. People still don’t have all 
the answers to Cyber; many think it’s only a technology problem. That’s 
not to say it isn’t but it isn’t the only problem. The technology space is 
perhaps where we have made the most progress but just thinking Cyber 
is about technology or defending IT infrastructure actually misses most 
of the problem. It brings us back to the HR debate: how do we develop 
the people? That’s where the greater problem lies.

PEOPLE, PROCESSES AND TECHNOLOGY
These are three things to keep in mind always. You can’t attack one pillar 
in isolation to the other two; simplistically, you have to tackle all three 
in concert - if you don’t, the weakest or lowest hanging fruit will be the 
thing to trip you up. If you don’t bring the people along for the ride, if 
you don’t optimise the process flows to minimise human interactions and 
integrate the technology effectively, your technology investment will not 
deliver full value to the enterprise. 

THE VIRTUAL CISO
Small and Medium Enterprises (SMEs) need someone to offer a vision, 
to map out where the business is at with their Cyber Security and figure 
out what is right for that organisation at that time - this has to be aligned 
with the business strategy. This is what they should look for from a CISO 
but, I do not believe SMEs need a CISO permanently. 

Firstly, SMEs can’t afford them – fully capable CISOs are rare, expensive 
and demand exceeds supply. Secondly, having developed and delivered 
that vision piece – they no longer need a full-time CISO. What they 
need is for someone to drop in occasionally, increasingly referred to as a 
Virtual CISO (vCISO). I and others have been developing this concept for 
some time now: I liken it to that of the Flying Doctors – the vCISO drops 

I do not 
believe SMEs 
need a CISO 
permanently.
Alan Jenkins
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The CISO needs 
to be able to 

communicate 
that message 

to the Board in 
their business 

language, not in 
technical jargon

Alan Jenkins
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in from time to time to review the agreed roadmap with the business 
check on progress, check the implementation plan is still right for that 
business and adjust as necessary while also being on call for remote 
consultation as the need arises. SMEs really need to look carefully at the 
cost/benefits and determine what they get for their money.

It could be a virtual CISO, a temporary or an Interim CISO for a fixed 
term: an SME simply doesn’t always need a full-time incumbent. The 
SME needs expertise and guidance on call but once embarked on their 
capability improvement journey, they don’t need a CISO for 240+ days 
a year because they won’t provide that ROI. The CISO will be tracking 
progress, reporting and simply, I don’t believe you need that person 
every day of the week. The business is inevitably focused on whatever 
line of business they are in; the CISO has to talk to the business but, the 
business doesn’t always have time to talk to the CISO. The Board doesn’t 
meet every day of the week nor even weekly but the CISO should be 
in attendance on a routine basis, not reporting by exception - with bad 
news!

THE IDEAL CISO
To be that all-important leader - and that in itself is different to a 
manager – the CISO needs to be able to come in and sell a vision. That 
vision has to be linked to; and supported by, the business and the CISO 
needs to be able to communicate that message to the Board in their 
business language, not in technical jargon. 

The CISO should have expertise around programme management rather 
than project as it’s often a series of activities, many in parallel. The CISOs 
role is to articulate and sell that vision and make sure there are success 
criteria in there, the measures of success of that criteria, with a link to 
fiscal targets; whether that’s spend targets or return targets, and what 
are you getting for your money. This is still a huge weakness for us. The 
ROI for Cyber investment is not good: there is stuff happening in this 
space but it’s still not mature and not yet universal in use as a result.

Enterprises need to think carefully when looking to hire that ‘Ideal CISO’. 
It’s not just a label and then letting them get on with it. If you’re looking 
to appoint a CISO, whether to work as an Interim or on a full-time basis, 
then they need to be connected with the business, not just IT. Perhaps 
controversially but I don’t think the CISO should report to the CIO. It’s 
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not all about IT, they’re often rebadged Heads of IT 
Security and that’s not all that the business needs from 
the role.  After all, the CISO often calls out the CIO for 
taking on too much risk as they prioritise availability. 
If the CIO’s main function is to keep the lights on, 
availability will also govern the CISOs priorities. 

Security often needs to look much harder than IT to 
know what was the root cause of an Incident. It’s all 
about understanding and prevention. Most often, 
the security function is there to do the thinking that 
the business doesn’t do, it’s almost a mindset piece, 
looking out for the things that can go wrong. I have 
found that there’s too much optimistic thinking and 
not enough pragmatic thought about untoward things 
happening whether by accident or design, i.e someone 
overstretched cutting a corner to get the job done 
rather than some more malicious motivation. Security 
is there as a check and balance, not there to slow the 
business down but to give more thought about what is 
happening and how to prevent it or reduce the impact 
and that’s often not the priority of the CIO. 

Hierarchies and divisions of responsibility need to 
be right between the roles but an SME or smaller 
company doesn’t always have the luxury to afford this. 
This is where a virtual CISO becomes helpful and offers 
a perspective that they wouldn’t usually get, providing 
this is positive and aligned with their business needs. 
It’s also hard to learn from others if you spend 30 years 
in the same company. 

A CISOs role is to make sure all of the day-to-day roles 
come together to secure their business in a cohesive 
manner. Security is a horizontal activity, not merely 
a vertical one in the IT space: it’s also everyone’s 
responsibility! In an ideal world, we wouldn’t need 
a Cyber department as the workforce would all 
protecting the business.

Then there is Security’s Achilles heel – the good are 
most often playing catch up with the bad.  We have 
to get more pro-active rather than the more usual 
reaction to events after they have occurred. Security 
is neither an art nor a science, it has to be a hybrid 
function.
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Security is  
neither an art nor 
a science, it has 
to be a hybrid 

function
Alan Jenkins
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CISOS IN THE FTSE 100

1 Just one company 
on the FTSE 
100 list publicly 
state that they 
outsource.

METHODOLOGY: We carried out exclusive 
research on the FTSE 100 list and used online 
company profiles and listed information to find 
out if they had a Chief Information Security 
Officer. We then found all of these individuals’ 
online profiles to confirm their current 
employment at the organisations in question.

13%

of CISOs in FTSE 
100 companies 
are female.

68% of FTSE 100 organisations 
have a CISO or equivalent 
job title listed online.
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83%
believe it is the ability to 
understand and implement 
mindset change. 

3%
identified having a broad 
technical understanding 
across the security 
spectrum as the most 
important characteristic.

14%
said it was the ability 
to influence and 
motivate employees.

THE IDEAL CISO
What is the most important 

characteristic of the ideal 
CISO?

METHODOLOGY: We asked our network 
what they believed the ideal CISO looked like 
to present you with an idea of the perfect 
professional. 
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THE HR PERSPECTIVE
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Erik Schmidt is the Chief Human Resources Officer at the Britax Group. 
He has spent two decades working across the globe with a host of 
FTSE100, Fortune 500 and PE-backed firms including Diageo, GE, 
HSBC and LEGO Group. Erik’s areas of expertise include organisational 
transformation, culture change and talent strategy - he believes 
that it’s time to tackle Cyber Security as a strategic risk issue with a 
significant people component.

CYBER AS A BROAD ISSUE
Cyber Security is for me a broad issue. It’s a key 
operational risk issue. Today for instance we are talking 
about digital transformation, product innovation 
and e-commerce platforms which are pervasive 
everywhere and we’re making the move to mobile with 
increasingly more and more business activity done by 
mobile. We manage performance, measure customer 
feedback and complete sales and we love using our 
mobiles for these things be it push notifications, 
sharing contacts and giving feedback. 

Sometimes we may be torn between personal privacy 
and functionality in a digital world as a consumer 
where we can make personal Cyber Security decisions 
in a matter of seconds but there are much wider 
implications for a business in the same space. As a 

result, I expect the Cyber issue to be influenced by a 
range of business leads as a key part of managing the 
company’s risk profile. Put simply, as we become more 
data, digital and tech-driven, this risk is going to carry 
higher significance. It needs to become part of our 
DNA, how we do business and managed accordingly.

GETTING ENGAGEMENT
The recent multi-million pound fines faced by IAG and 
Starwood Hotels should be enough to get everyone’s 
attention. They also highlight that this is a global, 
cross-jurisdictional issue. People applying the level of 
scrutiny they apply in their personal lives to company 
Cyber Security issues is unlikely to be good enough – 
the risks of getting it wrong are just too high so we do 
need to provoke the right level of engagement.
As always leadership is key. CIOs and CHROs have a 

STRIKING A BALANCE 
BETWEEN PERSONAL PRIVACY 
AND DIGITAL FUNCTIONALITY

ERIK SCHMIDT
Chief Human Resources Officer
Britax Group

http://www.linkedin.com/in/erik--schmidt/
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key role to play here to inform the CEO and Executive Team of the risks 
and; if necessary, to put in place a CISO with the requisite expertise. 
This will depend on the maturity of the organisation and it’s risk profile 
and clarifying who has ownership for Cyber defence will be crucially 
important.

Cyber Security also needs to be elevated to the Board on a quarterly 
basis as part of agreeing the risk appetite for the business along with 
other operational risk issues.  If the Board is not aware or giving this 
high enough priority, there could be a need to build their understanding. 
Cyber defence will need investment and the more connected and 
sophisticated your data systems are, the more you’re likely to need to 
spend to protect them.

Finally, we tend to think about Cyber Security in the context of recent 
high profile cases in the media. However, it also extends to knowledge 
management and data storage protocols within the company and 
between the company and outside partners. For example, which 
documents can be shared and which cannot and how is this monitored. 
If this goes unmanaged it may not result in the same dramatic headlines 
but can nevertheless over time erode the trust and confidence of 
consumers in a brand as well as commercially damage the business.

LEADERSHIP & CULTURE CHANGE
When was the last time your Executive Team spent finite meeting time 
debating Cyber Security? Is this an IT issue? Is it a box-ticking exercise?   

At some point the Executive Team needs to grasp this issue and take a 
stand.  Just like any other organisation change initiative, for it to succeed, 
it will take a combination of leadership, talent, culture change and 
perseverance. Clear and compelling communication delivered by leaders 
will be key to getting the message across to employees who may not see 
the risks inherent in their actions – training may be necessary.  Raising 
awareness and clarifying expectations may call for more innovative ways 
of working with new protocols. Implementation will call for agility and 
fast execution. 

But, let’s avoid the heavy-handed approach used in some organisations 
when genuine mistakes happen, change needs to happen through 
understanding not fear!
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Change needs to 
happen through 
understanding 

not fear!
Erik Schmidt
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Teach your 
colleagues 

how to protect 
themselves, not 
how to protect 
the company

Edward Tucker
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Edward Tucker is the co-founder of Human Firewall and EmailAuth 
which offer organisations Cyber Security solutions. He has been a 
Service Security Manager for Fujitsu, the Head of Cyber Security for 
HM Revenue & Customs and the CIO of DP Governance Limited 
and is also an CESG IA Certified IT Security Officer, Security and 
Information Risk Advisor and a Chartered IT professional. Edward’s 
most notable achievements are his selection of honours including 
Security Leader of the Year at the Tech Leaders Awards, CISO of the 
Year at the SC Awards Europe and Security Professional of the Year 
at the UK IT Industry Awards. 

CYBER AND HR
First of all, HR and Cyber Teams need to really get to 
know each other and the same goes with Security and 
every other team in the business, from Finance right 
through to Marketing. Cyber professionals need to 
make friends with the rest of the business as soon as 
possible and get their message across in the right way. 
As a Cyber Professional, you naturally portray 
information in a way that you understand but your 
workforce doesn’t. These other teams will help 
you to present your message in a way that is easily 
understood to other people as you shouldn’t expect 
your workforce to understand Cyber, your business, 
your subject matter or your anacronyms. 

Teach your colleagues how to protect themselves, not 
how to protect the company. Make it personal and 

pertinent and build awareness in that way. HR is vital. 
Too often, you have written a job spec and the HR 
team may say you can’t ask for this or that you need 
to bridge that understanding. These are often critical 
things that they might want to remove and as a result, I 
even ended up with a CV from a doorman once!

It’s a specific point of security. It’s about fostering 
relationships all the way through. One is about 
fostering them to get the right mechanisms in place to 
get the right people in place. You need to engage your 
workforce in order to help them understand the things 
they need to do for you as a line of defence. 

MAKING FRIENDS WITH 
CYBER

EDWARD TUCKER
Co-Founder of Human Firewall and EmailAuth

http://www.linkedin.com/in/tuckeredward/
Christopher Hodson
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EDUCATING THE WORKFORCE
There are many ways to approach security education but there is an 
absolute way not to do it and that is a once a year mandatory CBT, a  
box-ticking exercise, an annual programme that is utter rubbish. At the 
end of the day, these just annoy people and you will then ask people to 
cite the content which of course they can’t because they whizz through 
it as fast as humanly possible. 

You have to constantly approach people and educate them on the next 
breach that will potentially have the customers of your organisations 
breached be it phishing emails or unsafe passwords. You need to offer 
advice, guidance and a friendly human face that can help them to 
understand it better. 

Be human. Go around and give talks to different companies, build 
relationships and use every hook possible to get to them - but with 
pertinent stuff. This is why working with Marketing teams is so 
important, no jargon. You want it in layman’s terms. You’re never going to 
get everyone; some people will plug in the USB in a car park and others 
will open that email but you can’t reach everyone.

You need an awareness programme, you wouldn’t send your kids to 
school for one lesson a year and expect them to learn. Why would 
you expect an adult to learn for 30 minutes once a year and think they 
understand? It’s like a child having one French lesson for 30 minutes 
a year and expecting them to be fluent in French at the end of it, it’s 
ridiculous when you put it into perspective. It doesn’t work, but it ticks a 
box. People take it out of context. 

REINFORCING YOUR MESSAGE
We need a whole change in the way we approach awareness 
programmes in organisations. Many organisations do light-touch once a 
year stuff, put an announcement out, one link, one email. In a corporate, 
we never quite reinforce our messages. Even business strategy. How 
do you continuously drip feed it and enforce it and bring it back to the 
business? You need to reinforce it in the business psyche. Security is the 
same and should not be treated as a lone thing. 

Listen first, talk 
second and get 
out of the ivory 
tower which 
still dramatically 
exists.
Edward Tucker



The Evolving Role of the CISO - 29

We know that tick-box exercises are not effective 
but how do we measure the inefficiency of security 
awareness? It’s like diversity, you might have a 
diversity programme but still have complaints about 
diversity in the workplace and it’s because you aren’t 
constantly reinforcing that message. Everyone makes 
mistakes and no-one will be uber expert but you have 
to understand.

NOT FEARING YOUR FAILURE
As a CISO, the most important thing you can do is 
listen. Listen first, talk second and get out of the ivory 
tower which still dramatically exists. Maybe we’re not 
in a penthouse anymore, we’re a few layers down but 
we’re not on the ground floor yet. It’s about customers, 
every employee of the organisation is an internal 
customer of the security department. Write something 
for them; that they understand, that might stop them 
sharing dangerous content. You will then understand 
their psyche and realise a lot of what you have done 
before has been poorly communicated. Then you 
do something different. Don’t be afraid of your own 
failure, you need to reach this point to understand 
what you can do that might just make a difference. If 
you understand business operation, you can then build 
the controls.

Practical experience of security in the real world 
and practical business experience including people 
experience is key. As a CISO, we can’t just learn theory 

and not understand why we are doing the things 
we are doing. Through stem education and years at 
universities, critical thought is lost if you do not have 
life experience or the experience of working within a 
working environment with different people from all 
walks of life. If you don’t have the wider perspective 
you can’t put security into context. You need to have 
risk management, constant mitigation of risk and all 
the parameters of it. If you can’t bring everything 
you’re doing back to risk then you’re doing it wrong. 
Risk is a phenomenal topic. 

FINDING A CISO WHO CAN DO THIS
If I was a CEO, CIO or HR Director looking to hire, I’d 
go out and speak to other CISOs. It sounds strange 
as they are external but most CISOs are passionate 
and would be happy to speak to a CIO or leader of a 
business wanting to find out more about the CISO they 
need to recruit. They offer different perspectives and a 
broader understanding of what good looks like. A CISO 
and a CEO should be the best of friends not the worst 
of enemies and work together for a business aim.

Go beyond the buzzword. If you don’t understand the 
buzzword and you don’t understand what it means, 
understand a little bit more about it. If you understand 
that context as the person doing the role, the person 
hiring for it or the board, it will help you more and you 
will be able to interact with the whole business about 
it too. 
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THE TALENT SHORTAGE
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Roy Whitehead is a CISO and self-described common-sense 
pragmatist. He has worked in the Information Security industry 
for more than 25 years working within organisations including the 
Financial Services Authority, Barclays, British Energy, Volvo, Fujitsu, 
British American Tobacco, Jaguar Land Rover, UCAS and Thomas 
Cook. 

Roy believes we should be more selective in our hiring process of 
CISOs as after all, helping us to secure our business, is in their hands.

FTSE 100 AND LIFE AS A CISO
Life as a FTSE CISO doesn’t differ all too much 
between the listed organisations. There is a general 
pattern of risk that exists within these types of 
companies and while depending on the industry there 
are some differences in risk appetites, there aren’t 
many variants between them making the route to CISO 
at a FTSE company almost identical wherever you go.

A FTSE CISO is often perceived to be a more junior 
and technical than its peers by CIOs who are often its 
hiring managers. There are a small minority of CIOs 
that do see the role as a more grown-up job and allow 
you to spread your wings a little more but these roles 
are rarer, the most are quite restrictive. 

DECIDING TO BECOME CISO
I had two academic passions: Science and Modern 
History. I ended up studying physics at university, 
not because of a vocation nor because I had wanted 
to go into Cyber Security but because growing up in 
Thatcher’s Britain, Physics felt like it would yield better 
and more varied career prospects. After university I still 
didn’t know what I wanted to do and got involved in 
the internet which led me into general IT management. 

There was a lot going on in the pre-dot-com bubble, a 
lot of companies like BT were starting to finally enter 
the internet arena and at that time I didn’t want to 
work in a large corporate environment as it all seemed 
fairly unsecure; no pun intended. I decided to move 
into security as my logic was however the technology 
evolved, security principles would always be stable. I 
wasn’t a great lover of security but having worked in IT, 
I steered myself onto that path.

THE EVOLUTION OF THE CISO
I’m quite damning about the quality of many of the 
individuals that sit within CISO roles when I compare 
them with other ‘heads of’ level folk. I don’t believe the 
role has changed that much yet many CISOs believe it 
has or should.  I work very closely with CIOs and have 
worked a lot outside of security both in general IT and 
business delivery. I have also held sizable budgets and 
headcount but often not when holding security roles 
which has given me a sense of perspective.  

I feel that the CISO role would be given much more 
latitude by CIOs and many more roles would be 
broader and more senior; for example, if the people 
taking up the role were significantly more experienced 

SECURITY IN THE  
E T C  U LE

ROY WHITEHEAD 
CISO

http://www.linkedin.com/in/royjwhitehead/
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in broader IT and business management and not 
so focussed on the ever-growing and rather insular 
plethora of security qualifications. Additionally, they 
need to remember that the assessment of risk involves 
liaising with people and does not just equal doing a 
penetration test and presenting its results as a fait 
accompli to be resolved.  

My take is this, if you want to secure something, or 
more likely explain to someone how they should 
secure something, you need to understand them, their 
constraints and have walked in their shoes. Whether 
they are an Architect, Finance Director or someone 
developing software for example, if you have simply 
participated in a training course about Cyber Security 
or spent most of your career in it, you have lost all 
credibility. If you look at CVs of many CISOs you would 
find that they often start with a junior IT role such as 
an analyst and then go into security. I would argue 
that a CISO often lacks the budgetary and broader 
management skills of their ‘Head of’ colleagues which 
means the roles are buried down in CIOs management 
structures.  

THE IDEAL CISO
I think a CISO should have held senior management 
roles in as many industries as possible and worked 
in broader management before entering security 
as a speciality. They should have held significant 
budget, be able to understand an operating model of 
a business, be able to have grown up conversations 
with a Financial Director or an Analyst, for example 
and be able to explain security to the broader business.  
Qualifications are a bonus because I would pick 

experience over certificates every day.

The Ideal CISO should bring experience of different 
roles where they can leverage their broader IT 
experience with Cyber Security because after all, what 
is security if you’re not securing something?  

They need to translate security into business terms 
and have strength, credibility and wisdom.

GET READY FOR THE CHALLENGE
To be the best leader of Cyber Security you need 
to have the courage to stop being a CISO for a few 
years and gain career diversity to get ready for the 
challenges you will face as a CISO. 

If you look at CIOs, they are tired of being perceived 
as the junior, technical person on the board. They are 
constantly side-lined and face setbacks daily. As a 
CISO, you are reporting quite often to the CIO and if 
they find this a challenge – you can imagine it’s not a 
walk in the park as a CISO.

READY TO HIRE?
You need to be extremely choosy. You’re going to 
struggle to find the right individuals but in my opinion, 
you should avoid the Big five consultancies as they 
don’t really add any extra value than those coming 
from the Permanent or Interim workforce.  They will 
often be supplying individuals who also lack broader 
management experience.  Hold out for the right person 
and I would advise you also look to the virtual CISO as 
a possible alternative to hiring a full-time individual.
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What is security 
if you’re not 

securing 
something? 

Roy Whitehead
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THE FUTURE CISO
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Christopher Hodson is a CISO responsible for the EMEA region at 
Tanium, a platform for Endpoint IT operations and Cyber Security. He 
has a background in strategy, architecture and design and has spent 
almost two decades working across the financial services, retail, energy 
and media sectors. Christopher is a thought-leader in all matters 
concerning security with an MSc in Cyber Security he is a board 
member of the Institute of Information Security Professions, listed 
as one of Vulcan Cyber’s 2018 ‘Top 10 Cyber Risk Experts to Follow’ 
and an author of ‘Cyber Risk Management: Prioritise threats, identify 
vulnerabilities, apply controls’.

Christopher discusses how security leaders should be passionate 
about technology, what today’s Cyber professionals can do to become 
tomorrow’s leaders and how to provoke more emotive reactions to risk 
inside your workforce.

SECURITY ISN’T EVERYONE ELSE’S 
RESPONSIBILITY…
We hear all too often that ‘Cyber Security is everyone’s 
responsibility’ and to an extent, it really is. In the same 
way that health and safety requires the buy-in of 
all staff members, organisations should make clear 
the Cyber Security expectations of all employees 
through clear, concise policy and then reinforce this 
through regular training and communication. The issue 
however comes when a CISO professes that ‘security 
is everyone else’s responsibility’ without showing a 
pathway to enlightenment. 

As a CISO, my responsibilities are layered and I believe 
that it’s not so much that security isn’t everyone 
else’s responsibility, but rather, as a CISO it is your 
responsibility to ensure your workforce know what 

is expected of them and how this will differ between 
departments. Your responsibilities are going to 
dramatically differ to your finance department for 
instance. There are few people in our industry who 
adopt a more apathetic way of working; a belief that 
security is a destination, not a process. At the end of 
the day, the security function design controls based 
on sensitivity of information or the importance of 
a service. CISOs should highlight risks to business 
stakeholders but a decision on risk acceptance or 
avoidance is a business-driven discussion.  Different 
responsibilities indeed!

For me, what is vital (with security awareness) is that 
people know what is expected of them – i.e: not to 
hold locked doors open to people, reporting suspicious 
emails, not wearing identity badges outside the office. 

TAKING A RESPONSIBILITY 
FOR THE FUTURE OF CYBER

CHRISTOPHER HODSON 
CISO
EMEA region at Tanium

http://www.linkedin.com/in/christopherjhodson/
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I passionately believe that the CISO and their team MUST explain the 
‘why’ of Cyber Security, not just the ‘what’. But, they cannot do this 
alone. We need support from the executive management team to set 
the tone. We need marketing teams to help promote these messages 
and ‘security champions’ to lead by example. Human beings are naturally 
more likely to conform to policy or accept a control if they understand 
the benefit of a safeguard to both them directly and the company’s 
objectives.

EVOKING EMOTIVE REACTIONS TO CYBER SECURITY
Education in Cyber Security is tricky as if you introduce computer-based 
training to monitor people’s levels of awareness you will be met with 
groans. If you tell your workforce you must do this, by this date and you’ll 
be tested on it and then you will have to do this annually in line with 
government legislation, you will receive the opposite reaction to the one 
you’re after.

I’m pretty confident that if you want information to stick, information 
which isn’t immediately relevant to their day jobs, it’s not going to 
happen through computer-based testing in isolation. We need to embed 
exercises into existing training in the same way you would train your 
workforce not to leave a wire hanging between two desks. 

The problem we face is that there is a common feeling of ‘it won’t 
happen to me’. Well, not to be a cynic, but we are now seeing 
pacemakers being stopped, trains being derailed and brakes being 
disabled at 80mph on a motorway. A by-product of high-profile cyber-
attacks and data breaches is that more of the populous is starting to 
appreciate the importance of Cyber Security and the physical impact that 
digital disruption brings. Now is not the time to celebrate that everyone 
‘gets it’ but societal opinions are changing.

Once education is embedded into company culture you can then launch 
metrics on how much of a difference it is making to your overall security, 
but computer-based programmes or hoax email tests do not tell us 
the full story. Awareness goes out the window when you are stressed, 
tired or motivated by other things. Testing email clicks simply creates 
dangerous assumptions about the way your enterprise operates in 

Awareness goes 
out the window 
when you are 
stressed, tired 
or motivated by 
other things. 
Christopher Hodson
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Most of the 
CISOs I know are 
passionate about 
technology. If you 
don’t have that 
passion, the pace 
of change would 
be exhausting.
Christopher Hodson

response to a potential incident. Companies MUST foster a culture of 
openness in which users have the natural reaction to report potentially 
malicious behaviour, without the fear of becoming a negative statistic for 
the CISO’s awareness reporting.  Some CISOs I work with are trying to 
adopt an environment of ‘zero trust’ – not just in the application of micro 
segmentation, but also a belief that humans are fallible and security 
control deployment should be predicated on an assumption that people 
will ‘open that file’, or ‘click that email’ and design mitigations accordingly.

DOES A CISO HAVE TO BE TECHNICAL?
CISOs do not need to be technical but rather, they need people who 
have technical experience. This seems to be the only industry where 
this is credible as you wouldn’t get a CFO who isn’t expert in finance 
however, this shouldn’t be mutually exclusive. You can both be a 
technical expert and a security leader. 

I think the historical challenge with security is that we are expected to 
be very tailored in our individual specialisms and there is a belief that 
you can’t be a technical expert and a leader of security at the same time. 
There is a mindset that the most technical CISOs are unable to influence 
or change mindset but most of the CISOs I know are passionate about 
technology and if you don’t have that passion, the pace of change would 
be exhausting.

Organisations do genuinely need a security leader that can talk to the 
board, construct meaningful metrics and also; given the breadth of 
engagement across cyber security, be a people person. As a CISO, you 
are dealing with everyone from pen-testers to crypto graphic experts 
to engineers and that is a broad section of society to be managing as 
a senior leader. You wouldn’t get this as an accountant or in any other 
industry but as a CISO, you have dozens of different characteristics and 
personalities to look after. 

On the other side, technology is evolving so quickly that if a CISO isn’t 
a technologist, it would be incredibly hard for them to identify risk and 
issues. Every company today is a technology company, it’s cliché but 
it’s true as it’s intrinsically liked to any and every business. I also think 
we misappropriate what technical means. In its broadest form, being 
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Modern-day 
CISOs mustn’t 

become 
disheartened if 
the route they 

have highlighted 
as the best option, 

isn’t taken
Christopher Hodson
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technical is a passion. It’s wanting to stay connected 
to the technical paradigm shifts with a thirst to 
understand what makes things tick and how to break 
them. It’s not all about sitting at a command line 
furiously hammering commands.

THE IDEAL CISO
The ideal CISO is a security leader fluent in technology 
who can identify breaks and weaknesses in their 
capabilities and build a team to fill in the gaps. There 
will always be specialisms that people don’t have and 
you can’t expect to be expert in everything. Even 
though you will be an incredible leader in security, you 
need to appreciate that you are going to work cross-
sectionally. 

There once was a time where the security function 
would be locked in an ivory tower. Security would 
work in key-locked rooms where you could only enter 
with special access passes. Some would even send curt 
emails and hide behind your laptop. This worked in a 
time when it would take six months to build a server 
but today, you need to be dynamic and be embedded 
in every team. It’s a light-touch consultancy job and 
the security industry has struggled to keep up with this 
need for instantaneous results.

THE FUTURE CISO
Does the future CISO need to be different according 
to data breaches? No, I don’t think so. I think all CISOs 
need to be patient, understanding, engaging and able 

to have relationships with other executives. They 
need to understand the way the business approaches 
decision-making and the motivations and backgrounds 
that sit behind the people that make these decisions. 

We have historically struggled with a prejudiced 
mindset in the sense that we were never employed 
as CISOs to give a view on the way the business 
approaches security but rather, we were employed to 
look at the risks and issues belonging to a business. 
CISOs are now expected to give an overview of the 
issues and a solution of how to fix them and it means 
modern-day CISOs mustn’t become disheartened if the 
route they have highlighted as the best option, isn’t 
taken.

A CHANGING CLIMATE
I think that the reason we have seen such a volume 
in breaches isn’t necessarily due to a spate of attacks, 
but rather, we are now in a climate where we have 
to report breaches. If we didn’t have regulations like 
GDPR I don’t believe we would even see as many 
stories circulating. 

Something we need to bear in mind is pragmatism, this 
isn’t scaremongering but it’s a simple fact that if an 
actor is sophisticated, committed and skilled enough 
and has both the time and money needed, there exists 
a higher likelihood they will successfully achieve their 
objectives. 
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Any company can now fall victim to a breach through 
cyber-attacks and it is no longer the breach that 
a company will be judged upon, but rather, their 
incident response rate. The challenge CISOs and their 
organisations now have to face is the speed, ease 
and recovery of the breach. It’s about identification, 
containment and response. 

On the other hand, the assumption that ‘prevention is 
dead’ is both trite and inaccurate. Prevention is vital, 
it simply needs a makeover in a world of obfuscated 
malware and commodity hacking tools. Organisations 
need visibility and control of their assets and metrics 
suitable for real time data collection and zero-day 
vulnerabilities. 

THE CHALLENGES
You need to be engaged as a CISO because if you do 
not understand what you are looking to protect, you 
do not engage with the wider business, understand 
why that organisation exists or see their motivations 

and strategic objectives or challenges for what they are 
then how can you help?

You are there to produce tangible measures to limit 
risk but I think an area we lack in as CISOs is to 
produce the metrics to measure what good looks like 
and how this evidences value. I think as a result; we 
lose our mission statement of being employed to lower 
the impact of business disruption.

I also dislike the term ‘Return on Investment’ in a 
security capacity because investment infers return 
and of course, when spending money in business, you 
would generally expect a return but it’s not comparable 
to Cyber Security. You have no physical return on your 
investments but you do have a protected organisation. 
The challenge is, this isn’t easily understood and often, 
we spend copious amounts of money of things like 
gadgets and software and then three years later, you 
go to renew a contract and you get asked, do you still 
need this? 

How many assets do I have?

What software is running on my assets?

Which assets house critical 
vulnerabilities which could impact 

business operation?

How quickly can I deploy patches to 
vulnerable workstations?

CISOs need to ask 
themselves some 
rather basic questions, 
rather than relying on 
shiny tools. Pause for a 
minute and ask how you 
would respond to some 
of the rudimentary 
questions business and 
IT execs ask on a daily 
basis.

These questions form 
the bread and butter 
of Cyber Security 
and IT operations. It 
seems mundane, but 
it’s critical – especially 
in a time where CISOs 
are held accountable 
for their organisations 
failings.
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We have a perpetual security executive challenge, a chicken and egg 
scenario whereby a board will come to the realisation that they need to 
do something about security but aren’t quite sure what that is. They look 
to hire a CISO, go to their HR department or recruitment partner and 
give a list of requirements that they know little about. This goes back to 
my point about understanding your organisational climate and while I try 
and avoid discussing money, I have for instance seen some CISO roles 
which have really interesting scopes but then the figures are derisory. 
It’s all about understanding and unfortunately, if you do not have this 
understanding, you cannot support your CISO in making a business-
decision. 

THE EVOLVING ROUTE TO CISO
I think there are two distinct routes into being a CISO. The first is a 
person who has taken a more traditional route like me, someone who 
has been an Engineer or an Architect and then continued to demonstrate 
business acumen, skills and softer relationships with board members. 

You then have the CISOs who have gained the credibility, respect 
and gravitas to influence change whether that be in a security or HR 
function. They then go onto lead security teams. There are merits to 
both, and just in the same way that I believe the best CISOs are security 
leaders and technological experts, I passionately believe the two routes 
are not mutually exclusive.

WHAT TODAY’S CYBER EXPERTS CAN DO TO BECOME 
TOMORROW’S LEADERS
If you are already technical, the next step is understanding your 
businesses and aligning the solutions you are deploying with the overall 
business objectives. If those are to provide integrity, improve customer 
confidence or prevent risk, you need to understand why you are there 
and align those reasons with the values of the business. If you do this, 
you will have executives that are more interested in Cyber Security. You 
need to give the right information to the right people as there is no point 
telling your board that you have had x malware alerts without being able 
to explain why you have them and how they impact the business. 
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Until you have 
experienced 

something like 
this, you don’t 

realise just what 
can happen, just 

how serious it  
can be

Maersk CEO, Soren Skou on how to survive a Cyber attack  
- Financial Times, 14th August 2017
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About Stanton House

Cyber Security is on the agenda of every organisation, but for most, it’s sitting there untouched waiting for a quick 
fix or the perfect solution.

In this paper we have explored who is responsible for fixing the human element involved in data breaches and 
while Edward argues it’s time for a more in-depth, personable learning experience, Erik suggests it’s time to 
stop holding one person responsible and instead start drawing parallels with other industries, taking the medical 
profession as a crucial example. 

We also spend time discussing the different types of security education that currently exist but fail to make an 
impact including annual box-ticking exercises and mass-training that evoke nothing but a feeling of fear. With 
both learning types off the table, we ask who is succeeding at implementing the in-between and question where 
we find them.

Today’s CISOs have arisen from a variety of business disciplines as the term is still in its infancy and while the most 
exceptional of professional has been doing the role for some decades, using a different job title, more junior CISOs 
clearly have a lot to live up to.

Whether it’s an in-house CISO or a ‘Flying Doctor’ as Roy describes, the time is now to join the three quarters of 
organisations introducing sophisticated Cyber Security and find the CISO who is ideal for you.

While they may come from completely different walks of life – what is evident, is that the ideal CISO cares 
less about qualifications and more about possessing empathy, gaining career diversity and understanding that 
communication could just be the most important safety measure.

Stanton House is a specialist Professional 
Services & Technology Recruitment Consultancy. 
Our approach is based on getting close to our 
customers so that we can fully understand their 
requirements and deliver the right solution. We 
believe that the recruitment process works much 
more effectively if we build trusting relationships 
with candidates and clients alike.

Conclusion

http://www.stantonhouse.com
http://www.linkedin.com/company/stanton-house
https://twitter.com/stantonconnect
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